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Symbols and Terms Used

Symbols and Terms Used

The following symbols and pictograms are used in the manual:
n DANGER
Always abide by this information to prevent persons from injury.

WARNING
Always abide by this information to prevent damage to the device.

CAUTION
Important information for system functionality.

- TIP
-Q- Useful information for quick and efficient functionality.
NOTE

Routines or advice for efficient use of the device.



General Information

General Information

2N Access Commander is a software tool for access system bulk management. The Access Commander
interface is available via a web browser.

Within one installation, the Access Commander settings can be divided into Companies and managed
separately. This enables you to distribute management among the administrators in the companies. Thus,
the administrator from one company has no access to information from another company. The administrators
from one company cannot see the users of another company.

Add Device to Access Commander for access control. The devices are physical units in a building that
control entrances (2N intercoms, 2N access control units, 2N electronic locks) or enable communication (2N
answering units). The devices are grouped into Zones. Each device can only be in one zone.

Zones or devices can be shared by all the companies, which helps manage the company access to common
areas (entrances, restaurants, conference halls, etc.).

Users are individuals whose movement around the building is to be managed or who are to be called from
the connected devices. Users are gathered in Groups for bulk management of their zone accesses. The
user authenticates themselves on the device and the device then evaluates the user access for validity. Ac-
cess validity obeys the Access rules. Selected users can also be entitled to manage Access Commander
or parts thereof.

Time profiles set the times at which the device grants access or the users can be called.
The Attendance module monitors user attendance.
The Presence module monitors the current user presence in the zones.

Visitors are persons whose access rights are limited to a limited period of time.

User Rights

Multiple users can manage accesses in Access Commander depending on their assigned rights or privileg-
es.

Accounts with extended rights are set through the role in the user settings. One user can be assigned
multiple roles.

NOTE

User rights relate to the management within the user’s company. The administrator has
access to the complete management across the companies.

Administrator

» System and module settings according to the valid license.
» License Change.
+ All rights of other roles related to all the companies.



General Information

Access Manager

» Creating and managing groups.

» Adding users to groups.

» Creating and managing visitors.

» Creating and managing time profiles.
» Setting access rules.

User Manager

» Creating and managing users.

» Creating and managing visitors.
» Adding users to groups.

» Viewing access and system logs.

Visitor Manager

» Creating and managing visitors.
» Managing visitor assignment to groups (not available in the simplified interface).
» Viewing visitor access log (not available in the simplified interface).

Door Manager

» Viewing camera transmissions from assigned devices.
» Remote opening of assigned devices.

* Emergency lockdown of assigned devices.

» Viewing access log of assigned devices.

» Monitoring states and security events in the system log.

Attendance Manager

* Monitoring and managing attendance of assigned groups.
» Viewing access log of users in assigned groups.

Supported Devices and Applications

This subsection includes lists of supported devices, supported web browsers and compatible virtualization
platforms via which Access Commander can be installed.

Supported Devices

See below for a list of devices supported by the Access Commander access system. These devices can be
managed in the system.

NOTE
The supported firmware versions for the devices are included in Subs. Firmware (p. 58).

2N Intercoms

3

2N IP Style — QR code reading support

2N IP Verso 2.0 — QR code reading support
* 2N IP Force 2.0 — QR code reading support
2N IP Verso

2N LTE Verso



General Information

* 2N IP One

* 2N IP Force

* 2N IP Safety

* 2N IP Vario

* 2N IP Base

* 2N IP Solo

e 2N IP Uni

* 2N IP Video Kit

* 2N IP Audio Kit

* 2N IP Audio Kit Lite

2N Access Units

* Access Unit QR — QR code reading support
* 2N Access Unit 2.0

* 2N Access Unit

* 2N Access Unit M

2N Electronic Locks

¢ 2N Fortis Handle
* 2N Fortis Cylinder

2N Answering Units

* 2N Indoor View (Wi-Fi)
* 2N Indoor Compact

* 2N Indoor Talk

* 2N Indoor Touch 2.0

* 2N Clip

* 2N Clip 2wire-IP

Web Browsers

@ Access Commander is configured via the web interface. The system has been optimized for the
Google Chrome browser (version 90 and higher).

Other supported browsers:

* Mozilla Firefox (version 78 and higher)
* Microsoft Edge (version 91 and higher)
» Safari (version 14 and higher)

The other browsers have not been tested and thus their full functionality cannot be guaranteed.

Virtualization Platforms

* Virtual Box

* VMware Player (version 6.5 and higher)

* VMware vSphere (version 6.5 and higher)
* Hyper-V



General Information

Used Ports

List of Services and Necessary Ports

Service Port
s owss
SMTP .............................................................................................................. 2 25 .........................................................
D HCP .............................................................................................................. 6 8 ...........................................................
D NS ................................................................................................................. 5 3 ...........................................................
NTP ................................................................................................................. 123 .........................................................
L DAPb ............................................................................................................ 3 89 .........................................................
SSH ................................................................................................................. 2 2 ...........................................................

2|t is used both for client communication and intercom communication.
b-The user can choose another port for LDAP in the Access Commander settings.

License Overview

A Trial license is available after the first installation of Access Commander. The Trial license enables you
to test all the management functions with 1 device and 5 users. One of the following four licenses has to be
activated for a full management functionality: Basic (free), Advanced, Pro or Unlimited.

Licenses: Trial Basic Advanced Pro Unlimited
"""""""""""""
"""""""""""" misPatNo.  w  w  0Z0G0  02MOO01 020t
MmimmUssrcnt 5 @ %0 00 Unimies
MuimmOsisCountbotisct- 4 5 % W0 Unimted

vated and deactivated)

Maximum Administrator/Manager 5 1 5 1000 Unlimited
Count



General Information

Licenses: Trial Basic Advanced Pro Unlimited
"""""""""""""
"""""""""""" misPatNo.  wn  w  0Z0B0  Q2MOO01 0200t
hcessandSysomlog S . .
CnossRies Lo e A .
CPivensgement Lo e A .
pccotAchaionDescivaton ¢+ ¢ 4 . ;o
aiedhccoss Atempislimt ¢+ ¢ 4 . ;o
CSiemAem Lo e A .
Coecoe Lo e A .
omieMortong S . ;o
Clogmansgement Lo . .
CecroricLosManagement  + + 4 . .
UssrimpottomCSVorDeics  + x4 . .
BukFimware Adminstsion ¢+ x4 . ;o
| MuliFacor Aubantoaion S . ;o
CGerRgns Lo e A .
Netfeaton Lo A .
Cpresence Lo . .



General Information

Licenses: Trial Basic Advanced Pro Unlimited
"""""""""""""
"""""""""""" misPatNo.  wn  w  0Z0B0  Q2MOO01 0200t
ek S . .
ot Lo A . —
oo Lo A .
Cosstbord Lo . .
Emegencylocklown S . ;o
Moble CrodentalSupport Lo e . .
Vetoraragerent Foe e . .
Cnomaion Lo . .
ccopmcyMamsgement S . ;o
onovorizaton (DAPRCSY)  + % x . .
Cipasak Lo e A .
P /' Opionsl Oporal  Cplonsl  Optoral

a-Unlimited within the maximum capabilities of the software platform, refer to Recommended Virtual Machine Hardware (p. 16).
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Installation

Installation

Access Commander can be distributed as:

* 2N Access Commander Box 2.0, a small desktop computer (Part No. 1120120xx, Axis Part No. 03129-00)
* Virtual machine

The Access Commander Box solution is limited to 2000 connected devices. The other software feature are
identical for both the solutions.

Access Commander Box Distribution

Access Commander Box 2.0 (1120120xx, 03129-00) is a small compact desktop computer with pre-installed
software. It is a plug & play solution, which only requires a power supply and an Ethernet cable. It is
recommended that this computer is placed safely and kept running for a correct and full system functionality.
The Access Commander Box 2.0 is used as a data/event/log collection server for the entire access system.

We recommend that 1500 users per group is not exceeded. If there are some restrictions in the area, such
as Anti-passback or occupancy check due to a high user count, the application may slow down.

Login to Access Commander with Dynamic IP Address

1. Connect the Access Commander Box to the network using an Ethernet cable.
Localize the Access Commander Box in the network using 2N IP Network Scanner.

3. Go to the Access Commander Box IP address in the web browser and log in to Access Commander.
The default password of the Admin user is 2n and after login change is required.

NOTE

With the Access Commander Box distribution, connect to the web interface from
another LAN computer. The Access Commander Box operating system ensures the
Access Commander operation and basic Linux settings, but does not allow the web
browser to be started.

Access Commander Static Address Setting via Access Commander Box

Connect the Access Commander Box to the network using an Ethernet cable.

Connect a keypad and monitor to the Access Commander Box. A black screen appears.

Log in as “root” with the password “2n”. Once a blue screen is displayed, change the default password.
Select “Networking” in the Advanced Menu and then “Static IP”.

Set the static IP address, gateway and DNS.

Save the settings and click Log out to quit the console menu.

Connect to the set IP address via your web browser.

Virtual Machine Distribution

Access Commander can be distributed as a virtual machine. See below for installation procedures on the
supported virtualization platforms.

Noakrwbh-=
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Installation

Virtual Box

S

A TIP
'Q' It is recommended to enable the VT-X virtualization technology in the BIOS.

Download the latest VirtualBox version from https://www.virtualbox.org/wiki/Downloads.

Preferably including the VirtualBox Extension Pack.

Download the appropriate software from Support > Download Center > Software & Firmware at 2N.com.
Unpack the downloaded file.

Open VirtualBox and select “File — Import appliance...”.

Edit the name.

Check the CPU setting (2 at least), RAM setting (2048 MB at least) and network card selection.

Confirm the license terms.

After installation, the Linux configuration console opens for you to make basic system settings. Make the
complete configuration via the web interface.

VMware Player

CAUTION
The supported VMWare version is 6.5 and higher.

1. Download the appropriate software from Support > Download Center > Software & Firmware at 2N.com.
Unpack the downloaded file.
2. In WMware Player File — Open... select the path to the OVA file.
3. Rename it if necessary and click Import.
4. Check the CPU setting (2 at least), RAM setting (2048 MB at least) and network card selection.
After installation, the Linux configuration console opens for you to make basic system settings. Make the
complete configuration via the web interface.
VMware vSphere
CAUTION
The supported VMWare version is 6.5 and higher.
1. Download the appropriate software from Support > Download Center > Software & Firmware at 2N.com.
Unpack the downloaded file.
2. In VMware vSphere select File — Deploy OVF Template... and follow the wizard instructions.
3. After import, check Edit Settings...
Edit the name (on the Options card).
4. Check the CPU setting (2 at least), RAM setting (2048 MB at least) and network card selection.

After installation, the Linux configuration console opens for you to make basic system settings. Make the
complete configuration via the web interface.

14
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Installation

Hyper-V

1. Download the appropriate software from Support > Download Center > Software & Firmware at 2N.com.
Unpack the downloaded file.

Launch the Hyper-V Manager and select Import Virtual Machine | for the required host.

Check the displayed information in the installation wizard and press Next| to confirm reading.

Select the path to the folder from step 1.

Confirm the virtual machine selection.

Select the import type.

Select the virtual network card for the virtual machine.

Check the summary of the settings selected in the previous steps and press Finish| for confirmation.
After installation, the Linux configuration console opens for you to make basic system settings. Make the
complete configuration via the web interface.

©ONOOREODN

Recommended Virtual Machine Hardware

Access Commander is affected by the count of connected devices. Therefore, set the hardware size
according to the real situation. The table below shows the recommended minimum CPU core counts and
RAM sizes for different device and user counts managed by Access Commander.

CAUTION

It is recommended that you keep continuous connection between Access Commander
and the devices. When disconnected, the devices save the event logs offline and, once
reconnected, synchronize the log data with Access Commander. The application keeps
running during synchronization, but the process may take a rather long time with a high
number of devices.

Virtual Machine Hardware

Device count User count Minimum CPU Minimum Minimum
core count RAM size HDD allocation
1000 ...................... 10000 ................. 2 .................................... ZGB1ZOGB ...............................
2000 ...................... 100000 .............. 2 .................................... 4GB1ZOGB ...............................
2000 ...................... 200000 .............. 4 .................................... 8GB120GB ...............................
7000 ...................... 200000 .............. 4 .................................... 16GB120GB ...............................

15
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Installation

Technical Parameters

Access Commander Box 2.0 Options

Connected device count User count User count per group

200 000

Technical Parameters of Access Commander Box

1st generation
Part. No. 91379030

Axis Part No. 01672-001

Dimensions: 56,1 x 107,6 x 114,4 mm (2,21" x
4,24" x 4,50")

Intel® Celeron® Processor J3160 (2M cache; up
to 2.24 GHz)

2.5” SSD SATA Il hard disk (120 GB)

DDR3 SO-DIMM memory (4 GB) — 1.35V, 1600
MHz

Supports dual displays via a VGA and HDMI port
Gigabit LAN port for Ethernet connection

VESA mounting bracket (75 x 75mm + 100 x
100mm)

System storage temperature: -20°C to +60°C
System environment operating temperature: 0°C
to +35°C

2nd generation
Part. No. 1120120E, 1120120GB, 1120120US

Axis Part No. 03129-00

* Dimensions: 127.5 x 132 x 57.6 mm (5.02 " x
5.20" x 2.27")

* Intel® Processor N100, 6W TDP

+ SSD 980 NVMe M.2 — 250 GB

+ DDR4 SO-DIMM memory — 16 GB, 1,2V,
3200 MHz

» HDMI support 2.1, DisplayPort 1.4 a VGA

* 2.5G RJ45 LAN port for Ethernet connection

» System storage temperature: -40 °C to +85
°C

» System environment operating temperature:
0°C to +50 °C

Recommended Virtual Machine Hardware

Access Commander is affected by the count of connected devices. Therefore, set the hardware size
according to the real situation. The table below shows the recommended minimum CPU core counts and
RAM sizes for different device and user counts managed by Access Commander.

CAUTION

It is recommended that you keep continuous connection between Access Commander
and the devices. When disconnected, the devices save the event logs offline and, once
reconnected, synchronize the log data with Access Commander. The application keeps
running during synchronization, but the process may take a rather long time with a high
number of devices.

16
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Virtual Machine Hardware

Device count User count Minimum CPU Minimum Minimum
core count RAM size HDD allocation
1000 ...................... 10000 ................. 2 .................................... 26812068 ...............................
2000 ...................... 100000 .............. 2 .................................... 4GB120GB ...............................
2000 ...................... 200000 .............. 4 .................................... SGB1ZOGB ...............................
7000 ...................... 200000 .............. 4 .................................... 16GB120GB ...............................

License Activation

Get the license file and upload it to Access Commander. You can activate Basic license directly
in Access Commander in Settings > card License.

Getting License File

To get the license file, communicate the serial number of one of the 2N devices connected
to Access Commander to the distributor. The License file is generated on the basis of the serial number
of this license device. It must be the serial number of the intercom main unit, access unit or answering unit
(2N Indoor Touch cannot be used).

The license device connection ensures the license validity. When the license device is disconnected, a
protective period will start running and the license is suspended when the period expires.

Upload License

CAUTION

» Once switched off, the Trial license cannot be reactivated.
+ The advanced settings that are not supported by the new license are not saved.

1. Go to Settings > card License.

2. Click Upload license | and upload the license file from the storage in the open box.

3. Click Activate license| after uploading.

4. Make sure that the license device for which the license has been generated is activated.

License Device Selected 2N device connected to Access Commander to ensure the li-
cense validity. The license device is used as a hardware key for the license.

License File License file used for license activation. The license file is generated by the

distributor based on the license device serial number.

License Renewal

To restore a suspended license, connect and activate the licensed device or have a new license file gener-
ated and uploaded for another device. Once a new license is uploaded, first activate the license device for

17



Installation

which the license has been generated. The other devices cannot be activated until this license device is
activated.

A license is suspended whenever the license device keeps disconnected from Access Commander for
a period longer than the protective period. The protective period lengths depend on how long the license
device was connected to Access Commander. Refer to the table below for the protective period values.
When a license is suspended, all the connected devices are automatically removed from the management
and marked as unmanaged.

NOTE

Removal from management means that no changes can be made in the device configura-
tion using Access Commander. Any changes made in Access Commander will not be
transferred to the device. However, the device keeps working based on the configuration
data sent in the last Access Commander transmission. This means that all the access and
other settings remain the same as they were before the license was suspended.

You can change the configuration of an unmanaged device in the device web configuration
interface only. Once the device is reconnected to the Access Commander management,
synchronization will be made and all the changes made in the device web configuration
interface will be overwritten by the Access Commander settings.

Period of time during which the license de- Protective period during which
vice was connected to Access Commander Access Commander will keep running
without the license device connected

less than 24 hours 1 day
1day_30days ....................................................................... 1 Odays ..........................................................................
31days_180days ................................................................ 1 month ..........................................................................
Over180days ......................................................................... 3 momhs ........................................................................

Electronic Locks

The Access Commander system provides access control via the 2N Fortis electronic locks, which are
unlocked by the MIFARE ® DESFire® RFID cards. Each electronic lock is assigned an encryption key during
configuration. The lock keys are then stored on the RFID cards of the authorized users. If the keys match on
the card and in the lock, the locking mechanism is unlocked.

One RFID access card can be used for access to up to 90 doors with the 2N Fortis locks, depending on the
number of the time profiles applied. If the card memory capacity is exceeded, data writing to the card will fail.
The write failure event is recorded in the system Access Log. If Lock Groups are used, more doors can be
written to a single card than the case is with individual assignment.

Fortis Commander

Fortis Commander is a standalone application that interconnects the Fortis electronic locks with the
Access Commander system. The application sets the locks according to the project file created in
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Access Commander, which contains the lock configuration. The file is encrypted and can only be used
for one specific installation.

Installation

Fortis Commander is designed to be installed on a Windows computer with Bluetooth Low Energy (BLE)
support.

The app can be found at 2N Download Centre.
Installation Procedure

1. Download the installation package from the link provided.
2. Run the installer and complete the installation by following the on-screen instructions.

Project File

The project file is created in Access Commander and contains the complete project configuration. The file is
encrypted and password protected.

Lock Settings in Access Commander
Before uploading keys to individual locks, you must pair Access Commander with Fortis Commander.

Master Encryption Key (MEK) Generation and Project Preparation

Log in to Access Commander.

Go to Settings > Electronic locks.
Click Generate Keys | in Initial Settings.
Create the master encryption key.

hPoN-=

CAUTION
The master encryption key cannot be displayed or changed later.

NOTE

According to the master encryption key (MEK), 2N Access Commander generates a
set of encryption keys. Thus, the key should be unique and sufficiently secure. As the
key set is based on the master encryption key, projects with one and the same master
encryption keys generate the same sets of keys. If a project is lost, you can create a
new project with the same master encryption key and continue encryption.

5. Having generated the keys and set the password for the project file, you can download the project file,
which represents an image of the electronic lock configuration in the Access Commander system.

6. On the Fortis Commander tab, click Download Application|, to download the Fortis Commander
electronic lock configuring application.

CAUTION
Project information is sensitive data. Protect it from abuse.

Propagation of Electronic Lock Configuration via Fortis Commander

1. Install and open the Fortis Commander application.
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Click Open Project|to open the downloaded project file in the File Explorer.

In the open dialog box, enter the project file password.

After opening the project file, select Connect to Device | and tap the service card on the lock.

Click Assign to assign the lock to the project.

Disconnect the device and click File > Close project.

When the configuration is complete, open Access Commander. Go to the Settings > Electronic
Locks and click the Fortis Commander| button again. Upload the project file.

NooRrWDN

NOTE

When moving the lock between installations or when making a claim, you must perform
Factory Reset. This operation resets the lock to factory settings and removes all previous
configuration.

Configuration Update Instructions

Make changes in Access Commander.

Download a new project file.

Upload the file to Fortis Commander and make the required changes to the locks.

If you make other changes in Access Commander, always download a new project file.

Ll ol

CAUTION
Make sure to download a new project file for every configuration change in
Access Commander — never use an older file already uploaded to Fortis Commander.

Permanent Locking/Unlocking
The app allows you to permanently lock and unlock the lock. The function is used for service interventions or
emergency control without the use of a card.

Collection of events from electronic locks using RFID cards / chips

Event collection settings

1. Open Settings > Electronic locks > Tab events.
2. Select the event type:
+ Collect access and system events - All access and system events are recorded on the card/chip
and written to the System Log and Access Log.
» Collect only system events - only system events are logged, access events are not stored on cards.
* Do not collect events on tabs - no events are written to the tab; they can only be accessed through
Fortis Commanderu.

WA TIP
'Q' Selecting the appropriate event set can reduce system load and storage utilization.
However, detailed logging is important for diagnostics and safety audits.

Exporting events from a card

The card stores a maximum of 16 first events. Events can be read in two ways:
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* In Access Commander, click on the Lo icon in the search box in the header and load the tab.
* Using a device with 2N OS, events are read from the card and sent to Access Commanderu.

Uploading events to the lock

Open Settings > Electronic Locks > Fortis Commander and click on Download File|.
Open the file in Fortis Commander.

In the Fortis Commander app, connect to the electronic lock.

Upload the updated file back to Access Commander.

Once uploaded, the events are displayed in Access Logs and System Logs.

aphwObd-=

Service Operations
The following operations are available for Fortis Cylinder:

» Disassembly — disassembly of locks for service purposes.
+ Battery Replacement — replacing the battery in the lock.

CAUTION
The service operations are not relevant for other types of locks.

NOTE

Press the Lock| button for permanent locking to switch the lock from the service mode to
the normal mode.

Card Update

User access cards need to be updated on a regular basis. The user updates the card by tapping it on the
2N IP device to which the user has valid access rights. The card must be held against the reader until the
door opening switch is activated. The door opening switch is not activated until the lock accesses have been
updated.

You can change the default ten-day validity of the cards in Settings > Electronic locks > Card parameters.

CAUTION

If you change the lock access rights in Access Commander, the changes will not be
reflected on the user access card until the card has been updated on a 2N device card
reader! For security reasons, we recommend that a shorter validity period is set for the
cards to ensure they are updated regularly.

The IP readers in the devices that allow for card updates and their settings are described in the Subs. IP
Device Reader Settings (p. 25).
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Compatible Cards

NOTE
For the purposes of this documentation, the term card refers to any compatible identifier
using the MIFARE DESFire technology.

Cards with random ID cannot be used for opening the 2N Fortis electronic locks.

Cards with PICard technology cannot be used for opening the 2N Fortis electronic locks.

Time Profiles on Electronic Locks
Electronic locks support time profiles with the following limitations:

* Holidays do not apply.
* You can set up to 4 different time intervals per day.
* 4 daily interval schedules can be defined within one time profile.

LY TIP

'Q' This means that you can have different settings for Monday, Tuesday, Wednesday and
Thursday, for example, but you must use one of the existing settings for Friday, Saturday,
and Sunday.

CAUTION
If the time profile violates the specified restrictions, the access rule will be ignored and the
user will not be granted access.

Fortis Commander

Fortis Commander is a standalone application that interconnects the Fortis electronic locks with the
Access Commander system. The application sets the locks according to the project file created in
Access Commander, which contains the lock configuration. The file is encrypted and can only be used
for one specific installation.

Installation
Fortis Commander is designed to be installed on a Windows computer with Bluetooth Low Energy (BLE)
support.

The app can be found at 2N Download Centre.
Installation Procedure

1. Download the installation package from the link provided.
2. Run the installer and complete the installation by following the on-screen instructions.

Project File
The project file is created in Access Commander and contains the complete project configuration. The file is
encrypted and password protected.
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Lock Settings in Access Commander
Before uploading keys to individual locks, you must pair Access Commander with Fortis Commander.

Master Encryption Key (MEK) Generation and Project Preparation

hoODN=

Log in to Access Commander.

Go to Settings > Electronic locks.
Click Generate Keys | in Initial Settings.
Create the master encryption key.

CAUTION
The master encryption key cannot be displayed or changed later.

NOTE

According to the master encryption key (MEK), 2N Access Commander generates a
set of encryption keys. Thus, the key should be unique and sufficiently secure. As the
key set is based on the master encryption key, projects with one and the same master
encryption keys generate the same sets of keys. If a project is lost, you can create a
new project with the same master encryption key and continue encryption.

Having generated the keys and set the password for the project file, you can download the project file,
which represents an image of the electronic lock configuration in the Access Commander system.

On the Fortis Commander tab, click Download Application|, to download the Fortis Commander
electronic lock configuring application.

CAUTION
Project information is sensitive data. Protect it from abuse.

Propagation of Electronic Lock Configuration via Fortis Commander

NoarWODN-=

Install and open the Fortis Commander application.

Click Open Project|to open the downloaded project file in the File Explorer.

In the open dialog box, enter the project file password.

After opening the project file, select Connect to Device | and tap the service card on the lock.
Click Assign to assign the lock to the project.

Disconnect the device and click File > Close project.

When the configuration is complete, open Access Commander. Go to the Settings > Electronic
Locks and click the Fortis Commander | button again. Upload the project file.

NOTE

When moving the lock between installations or when making a claim, you must perform
Factory Reset. This operation resets the lock to factory settings and removes all previous
configuration.
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Configuration Update Instructions

Make changes in Access Commander.

Download a new project file.

Upload the file to Fortis Commander and make the required changes to the locks.

If you make other changes in Access Commander, always download a new project file.

hPoN-=

CAUTION
Make sure to download a new project file for every configuration change in
Access Commander — never use an older file already uploaded to Fortis Commander.

Permanent Locking/Unlocking

The app allows you to permanently lock and unlock the lock. The function is used for service interventions or
emergency control without the use of a card.

Collection of events from electronic locks using RFID cards / chips

Event collection settings

1. Open Settings > Electronic locks > Tab events.
2. Select the event type:
» Collect access and system events - All access and system events are recorded on the card/chip
and written to the System Log and Access Log.
» Collect only system events - only system events are logged, access events are not stored on cards.
* Do not collect events on tabs - no events are written to the tab; they can only be accessed through
Fortis Commanderu.

WA TIP
'Q' Selecting the appropriate event set can reduce system load and storage utilization.
However, detailed logging is important for diagnostics and safety audits.

Exporting events from a card

The card stores a maximum of 16 first events. Events can be read in two ways:

* In Access Commander, click on the Cd icon in the search box in the header and load the tab.
» Using a device with 2N OS, events are read from the card and sent to Access Commanderu.

Uploading events to the lock

Open Settings > Electronic Locks > Fortis Commander and click on Download File|.
Open the file in Fortis Commander.

In the Fortis Commander app, connect to the electronic lock.

Upload the updated file back to Access Commander.

Once uploaded, the events are displayed in Access Logs and System Logs.

aRhwb=

Service Operations
The following operations are available for Fortis Cylinder:

» Disassembly — disassembly of locks for service purposes.
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+ Battery Replacement — replacing the battery in the lock.

CAUTION
The service operations are not relevant for other types of locks.

NOTE
Press the Lock| button for permanent locking to switch the lock from the service mode to
the normal mode.

IP Device Reader Settings

Make sure you have a 2N IP device with a special firmware version under management for a correct and
full functioning of the electronic locks. Refer to https://www.2n.com/en-GB/2nos-elocks-fw for the firmware
version that supports electronic locks.

The firmware version with electronic lock support is not included in the package on the update server. The
firmware updates for IP devices managing electronic locks must be performed manually, independently of
automatic system updates.

CAUTION

Locate Module

Pair Module

IP Device Web Interface Settings

If you connect a new RFID card reader extending module to a 2N device via a VBUS cable, you
need to pair this module with the device. Pair the card reader via the device web interface in the
Extending Modules menu of the Hardware section.
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1. Enter the web configuration of the selected device.

A TIP

= Click Q in the list on the Devices page to enter the web configuration interface.

Go to Hardware > Extending modules.

Go to the RFID card reader module settings on the page.
Click Pair module .

Select “2N electronic locks” in the Allowed card types menu.

o RrwDd

CAUTION
Enable only the card types you actually use for optimal functionality.

6. Save the changes.

Compatible Modules

Synchronization of the keys to the 2N Fortis electronic locks can be performed on all of the 2N RFID
readers released on the market in February 2023 or later. Most readers manufactured after this date are also
compatible, with the exception of the models listed below.

Make sure you have a 2N IP device with a special firmware version under management for a correct and
full functioning of the electronic locks. Refer to https://www.2n.com/en-GB/2nos-elocks-fw for the firmware
version that supports electronic locks.

The following models are not compatible:

* 2N IP Base: all RFID readers

* 2N IP Force: 9151011, 9151012, 9151016, 9151017, 9151019

* 2N IP Vario: all RFID readers

* 2N IP Verso: 915503x, 915504x, 915508x

* 2N Access Unit M: 91611x

* 2N Access Unit 1.0: 916008, 916009, 916010, 916011, 916013, 916016, 916019
* 2N Access Unit 2.0: 916033x

For the following modules, compatibility is only guaranteed for the units manufactured in autumn 2023 or
later:

« 2N IP Force: 9151031, 9151031S

Lock Settings in Access Commander
Before uploading keys to individual locks, you must pair Access Commander with Fortis Commander.

Master Encryption Key (MEK) Generation and Project Preparation

1. Log in to Access Commander.
2. Go to Settings > Electronic locks.
3. Click Generate Keys | in Initial Settings.
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Create the master encryption key.

CAUTION
The master encryption key cannot be displayed or changed later.

NOTE

According to the master encryption key (MEK), 2N Access Commander generates a
set of encryption keys. Thus, the key should be unique and sufficiently secure. As the
key set is based on the master encryption key, projects with one and the same master
encryption keys generate the same sets of keys. If a project is lost, you can create a
new project with the same master encryption key and continue encryption.

Having generated the keys and set the password for the project file, you can download the project file,
which represents an image of the electronic lock configuration in the Access Commander system.

On the Fortis Commander tab, click Download Application|, to download the Fortis Commander
electronic lock configuring application.

CAUTION
Project information is sensitive data. Protect it from abuse.

Propagation of Electronic Lock Configuration via Fortis Commander

Noapwbh=

Install and open the Fortis Commander application.

Click Open Project|to open the downloaded project file in the File Explorer.

In the open dialog box, enter the project file password.

After opening the project file, select Connect to Device | and tap the service card on the lock.
Click Assign to assign the lock to the project.

Disconnect the device and click File > Close project.

When the configuration is complete, open Access Commander. Go to the Settings > Electronic
Locks and click the Fortis Commander | button again. Upload the project file.

NOTE

When moving the lock between installations or when making a claim, you must perform
Factory Reset. This operation resets the lock to factory settings and removes all previous
configuration.

Configuration Update Instructions

hPoObN-=

Make changes in Access Commander.

Download a new project file.

Upload the file to Fortis Commander and make the required changes to the locks.

If you make other changes in Access Commander, always download a new project file.

27



Installation

CAUTION
Make sure to download a new project file for every configuration change in
Access Commander — never use an older file already uploaded to Fortis Commander.

Permanent Locking/Unlocking
The app allows you to permanently lock and unlock the lock. The function is used for service interventions or
emergency control without the use of a card.

Maintenance Cards

Maintenance cards provide authorized access to the lock. They allow for putting the lock in service, battery
replacement, lock disassembly.

CAUTION
The maintenance card cannot be used as a user access card at the same time.

Maintenance Card Settings

1.

4,
5.

In Access Commander go to Settings > Electronic locks.

Click Create | in Maintenance cards.

Select the card type to be created in the open dialog box.

* New locks setup — activate the previously configured new locks in factory settings into the service
mode.

+ Service — activate the service mode for the already set lock.

* Disassembly — release the already set 2N Fortis Cylinder lock for disassembly, see the 2N Fortis
Installation Manual.

+ Battery Replacement — release the already set 2N Fortis Cylinder lock for battery replacement, see
the 2N Fortis Installation Manual.

WA TIP
'Q' New locks setup and any other service card can be uploaded on one physical card
simultaneously. We recommend a combination of New locks setup and Service.

Click Continue |.
Tap the card on the connected USB RFID reader. Wait until the data has been loaded on the card.

The validity of the maintenance card data is one year. After this time, the data must be deleted and the card
set up again.
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Basic Access to Interface

This subsection describes putting in operation and basic operation of Access Commander. Installation is
described in Subs. Installation (p. 13).

The Access Commander interface is available via a web browser. Find the web interface IP address using
2N Network Scanner.

NOTE

With the Access Commander Box distribution, connect to the web interface from
another LAN computer. The Access Commander Box operating system ensures the
Access Commander operation and basic Linux settings, but does not allow the web brows-
er to be started.

The default login data are:
Username: Admin
Password: 2n

It is necessary to change the password immediately upon the first login.

NOTE
Select Do Not Log Out if you want to avoid login data re-entering during the next login. The
login is valid for up to 7 days, after which you have to log in again.

Two-Factor Authentication (p. 90) may be required for login.
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Dashboard
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Dashboard is the basic display of the Access Commander web interface. It is a configurable notice board
showing real time data. Access Commander offers several Widgets that are added to the Dashboard using

the button. The Dashboard Widgets can be moved, renamed or set basically. The Widgets are managed

and deleted in the : extended menu in the header of each Widget.

Every user with an account on Access Commander can set a Dashboard of their own. The Widget availabil-
ity is limited depending on the user role and available license.

Change Language

Upon the first login, Access Commander is displayed in the language set for the logged-in user’s company.
Every user can change the language. For the next logins, the interface will be available in the newly set
language.

1. Click the user image in the right-hand upper corner to open the user menu.
2. Select Change language
3. Select the required language and press Change language | to confirm the selection.

Account Password Change

Click the user image in the right-hand upper corner to open the user menu.
Select View profile |.

Click # at the Password parameter.
Confirm the current password and enter a new one.

o M=

NOTE

If the 'admin' account password is the same as the system root user password (for login
to the Linux setting console), the root account password will automatically change once
the 'admin' account password is changed.
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Profile Image Change

Click the user image in the right-hand upper corner to open the user menu.
Select View profile |.

Click the image in the user detail header.

Set photo in the open dialog box.

The image resolution will be adjusted to 432 x 432 px automatically.

Eall o s
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Here is what you can find in this subsection:

» System log (p. 32)
» Access log (p. 33)

» Notifications (p. 34)
* Log Lifetime (p. 32)

System log

NOTE

* Those logs are displayed that the user may observe based on their user rights.
+ Data is written in English into the logs.

The System Logs page shows a list of events and notifications that have been generated.
The system log list provides the following data on each event and notification:

+ severity (info, warning, error).

+ time of the event.

+ category to which the action falls (Device state, Import, User synchronization, System, User actions, Area
limits).

* entity concerned (device, user, zone, visitor...).

* brief description of the event.

* Author.

Click the row to open detailed information on the selected record.

Filter the list items using = above the list. Or, click * in each column header to open an extended menu

and set filters for each column. The extended column menu i~ also enables you to move, pin to the first/last
position or hide the columns.

The Importance and Time columns cannot be hidden.

Log Export

Press Iiv Export| above the list to download the list in a CSV file. The time is GMT+0 in the CSV file
exported.

Log Lifetime

Auto-deletion will be triggered the moment the disk space usage reaches 80%. Follow the disk capacity on
the Settings page. Logs of the first type in the sequence are deleted first, the other logs are deleted one by
one until the disk space usage drops to 75 % or until only the logs with the unfinished maximum lifetime for
the given log type remain stored.
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Set the storage period for the given log type in Settings > Log retention card. The camera log retention
time may not be longer than the system and access log retention time.

L TIP
'Q' In case you use 70 % of the disk capacity continually, we recommend that the maximum log
storage period is shortened.

Q = Filters & Export IZ
Category Time User Company Zone Device Credentials Detail
-
o 02/19/2025, 10:54:10 AM Julia MacDowell Commercial spa.. Commercial spa..  Florist shopentr.. B ~
Access Name: Julia MacDowell Device name: Florist shop entrance card:9012AC
granted Company: Commercial space Access point: 1
E-mail: julia@flowers.com Direction: Entered Commercial space (Florist)
Device time: 02/19/2025 10:54:10 AM
IP address:
Serial number: 50-3288-0038
o 02/19/2025, 10:50:05 AM Julia MacDowell Commercial spa.. Commercial spa..  Florist shopentr.. B w
o 02/19/2025, 10:41:19 AM Julia MacDowell Commercial spa.. Commercial spa..  Florist shopentr.. B w
° 02/19/2025, 10:40:57 AM Julia MacDowell Commercial spa.. Commercial spa..  Florist shopentr.. B ~
@ 02/19/2025, 10:38:46 AM Julia MacDowell Commercial spa.. Commercial spa..  Florist shopentr.. [ Unrecognized cr.. ~
%) 02/19/2025, 10:35:46 AM Klara Tomanova Academy of Art Commercial spa...  Florist shopentr.. B Unrecognized cr.. ~
%) 02/19/2025, 10:20:05 AM - - Commercial spa...  Florist shopentr.. H5 Unrecognized cr.. ~
%) 02/18/2025, 4:37:56 PM - - Commercial spa..  Florist shopentr.. [Fn Unrecognized cr.. -
o 02/18/2025, 4:37:29 PM = = Commercial spa..  Florist shopentr..  [Pm] Universal switch... v
hd

@ NOTE

* Those logs are displayed that the user may observe based on their user rights.
» Data is written in English into the logs.

The Access Logs page shows records on successful/unsuccessful authentication attempts and emergency
lockdown records.

The Access log list includes:
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» Category

* Access enabled
* Access denied
» Public Access
* Locking — device lockdown
* Time of the event
» User who executed the action
» Given user's company
» Zone where the action happened
» Device on which the action happened
» Authentication used for the attempt (PIN, QR code, etc.)

Click the row to open detailed information on the selected record.

Filter the list items using = above the list. Or, click ¢ in each column header to open an extended menu
—_—

and set filters for each column. The extended column menu i~ also enables you to move, pin to the first/last
position or hide the columns.

Log Export
Press .i. Export| above the list to download the list in a CSV file. The time is GMT+0 in the CSV file
exported.

Log Lifetime

Auto-deletion will be triggered the moment the disk space usage reaches 80%. Follow the disk capacity on
the Settings page. Logs of the first type in the sequence are deleted first, the other logs are deleted one by
one until the disk space usage drops to 75 % or until only the logs with the unfinished maximum lifetime for
the given log type remain stored.

Set the storage period for the given log type in Settings > Log retention card. The camera log retention
time may not be longer than the system and access log retention time.

g TIP
'Q' In case you use 70 % of the disk capacity continually, we recommend that the maximum log
storage period is shortened.

Notifications

The Notifications module helps you monitor selected system events and features, which are to be reported
by Access Commander by e-mail or notification in the upper bar next to the user menu.

The notification list is also displayed in System logs > Notifications.

Press Iiv Export| above the list to download the list in a CSV file. The time is GMT+0 in the CSV file
exported.

Notification Type Setting
1. Go to Settings > Notifications.

2. Click the adding button in the right-hand upper corner of the page.
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3. Enter the new notification type name.
After creation, the notification detail will be displayed for you to choose the devices whose notifications
are to be monitored, add the user to be sent notifications to and select the way of notification delivery.

Notification Settings

Set the notification type in the detail of the selected notification type. Click the selected notification in the
Settings > Notifications to open the notification type detail.

Delivery Methods

Set the notification delivery method and the list of e-mail notification recipients on the card.

In Access Commander, notifications appear under the icon ‘ in the upper bar next to the user menu or in
System log > Notifications.

Notification e-mails can be sent to the users listed in Access Commander as well as recipients outside
the system. The users can be selected from a list. E-mail addresses of other recipients have to be added
manually.

NOTE
Make sure that SMTP is set correctly to make e-mail notifications work properly, refer to
E-Mail (SMTP) Enable and Setting (p. 89).

Monitored Devices

The given notification type can be generated both for all the devices and selected devices. If Monitoring of
all devices is enabled, the event can happen on any device and a notification is generated. If Monitoring of
all devices is disabled, a notification is generated only if the event happens on a selected device. Select the

\J
device in a menu opened using /.

Log Lifetime

Auto-deletion will be triggered the moment the disk space usage reaches 80%. Follow the disk capacity on
the Settings page. Logs of the first type in the sequence are deleted first, the other logs are deleted one by
one until the disk space usage drops to 75 % or until only the logs with the unfinished maximum lifetime for
the given log type remain stored.

Set the storage period for the given log type in Settings > Log retention card. The camera log retention
time may not be longer than the system and access log retention time.

- TIP
'Q' In case you use 70 % of the disk capacity continually, we recommend that the maximum log
storage period is shortened.
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Companies

Within one installation, the Access Commander settings can be divided into Companies and managed
separately. This enables you to distribute management among the administrators in the companies. Thus,
the administrator from one company has no access to information from another company. The administrators
from one company cannot see the users of another company.

Zones or devices can be shared by all the companies, which helps manage the company access to common
areas (entrances, restaurants, conference halls, etc.).

Company Creation

Go to the Companies page.

Click the company adding button in the right-hand upper corner.

Complete the company name.

Click Create|to create a company.

The new company appears on the list. Set the company in the company detail. Add users to the
company in the user settings.

PoODN=

Company Settings
View and edit the company information in the company detail. Click the selected company list item on the
Companies page to open the company detail.

There is a Lock| button in the company detail header, which activates Emergency Lockdown (p. 55) for all
the devices in the zones of this company.

The company detail is divided into the Overview, E-Mails and User Synchronization cards.

Company Language

Select the language on the General card for the Access Commander interface to communicate with the
users of the given company. The users can change the interface language any time later. The company
language selection also affects the templates of the e-mails to be sent to the users. The e-mail texts can be
changed in the E-mail folder.

Zones

Assigning zones to a company means to define a set of facilities that may be accessed by the company
users (e.g. the common space and 4th floor zones, which include the reception entrance door and all the 4th
floor entrances). A zone can be assigned to multiple companies and one company can be assigned more
zones.

My2N app

In Company, you can also set the pairing parameters for the My2N app, which allows for Bluetooth authenti-
cation. Set both the devices that can be used for pairing and the validity of the mobile access necessary for
pairing. The mobile accesss itself is generated in the user settings.

Visitors

Here set the groups to which the visitor administrator can assign new visitors. One of the groups can be
determined as default. A new visitor will automatically be assigned to the default group unless defined
otherwise.
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CAUTION

Without a correctly set default group, it is not possible to provide access to visitors in the
simplified user interface.

It is possible to select the authentication methods that can be assigned to the visit. Authentication method is
then assigned to a visit by the visit manager.

Refer to Visitors (p. 69) for more details.

Working Time

Working time and Holidays are used for calculating the monthly user working time in the Attendance module.
You can select the days in a week that will be calculated as working days. Click a day to select it. Green
days identify the days that are considered working days.

Working hours modification defines the time of one day shift.

Holidays

Set the holidays to define which days are not included in the monthly working time calculation. The hours
worked on holidays are counted as hours worked on weekends — the worked time is filed beyond the
common working hours.

The extended menu : helps you copy holidays from another company. Holidays are copied including their
dates and names. Copying can be used repeatedly, but if the holiday to be copied already exists in the
company, it will be renamed.

E-Mails Sent to Company Users

Find the e-mail settings in a dedicated folder in the company detail. Access Commander allows for send-
ing automatic e-mails informing of the authentication method assignment to the company users (including
visitors). The e-mail is sent to the user’s or visitor’s e-mail address.

Access Commander allows for sending e-mails with the following information:

* PIN code for visitor

* QR code for visitor

* PIN code for user

* QR code for user

* My2N app for Bluetooth user authentication settings

Set the appearance and edit the text for these e-mails in the Company detail > E-mails > E-mail tem-
plates. Click the selected e-mail type to open a dialog box to edit the e-mail text. You can edit the following
in the dialog box:

* Subject — e-mail subject

» Header — in the e-mail body color field

Introduction — text preceding the automatically generated data from Access Commander
Additional message — text following the data generated from Access Commander

+ Signature — signature at the e-mail end

Company Synchronization (LDAP)

LDAP synchronization is used for downloading users and user changes from an external LDAP system. The
user data include user name, user ID, card identifiers, PIN/QR code, photo, e-mail address, phone number,
password and login, vehicle license plates.
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NOTE
Refer to www.ldap.com for more LDAP details.

1. Go to Companies > Company detail > User synchronization.
If no connection is set, create one.
Complete:

» Server name — if DNS is set correctly, just enter the server name (“WIN-9ABEB4AUOHD?”). If DNS is
not set, enter the IP address of the server on which LDAP is running.

* Port — the default LDAP port is 389 (w/o SSL). If you want to use encrypted connection in your
company, enter port number 636. Make sure that the SSL support is enabled on the LDAP server side
too. If the administrator sets another port number, make sure it is changed in Access Commander
too.

* Login name — login name for the user with the root/tree rights. Enter the login name as “administra-
tor@domain.com”.

* Password — LDAP server user password.

+ Communication Security (SSL) — it is unnecessary to rewrite the port number if SSL is disabled. It is
necessary to change the port to 636 if SSL is enabled.

» Base DN — the root point from which the directory search starts. It can be an extension or a directory
root, for example: CN=administrator, CN=users, DC=domain, DC=com.

By enabling TLS you activate Transport Layer Security (TLS) for your FTP connection. TLS will encrypt

the data transferred between Access Commander and the server.

By enabling TLS Certificate Authentication you activate authentication of the TLS certificates provided

by the server. When this option is enabled, Access Commander verifies that it is communicating with a

trusted server, thus increasing the connection security.

3. The set LDAP connection detail opens up. Now you can test the connection settings. Press

Synchronize Now | to start one-time synchronization.

4. The Options tab helps you manage how data is synchronized.

You can delete the set connection in the extended menu ¢ on the Import card. Set more synchroniza-
tion parameters on the Options card.

s TIP

-O' Set Automatic synchronization on the Import card. Enabling Automatic synchronization,
complete the synchronization intervals. Select the minute/time for the data to be synchron-
ized according to the required frequency.

LDAP Data Synchronization Settings

Imported Attributes — modify the scheme to set the assignment of attributes from the LDAP server to the
Access Commander parameters.
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NOTE

The phone number attributes are extended with a filter that converts the numbers into the
desired format compatible with the company's user list in Access Commander. Two filters
are available:

+ toPhoneNumber — remove unnecessary characters (spaces, hyphens, etc.) from the
phone numbers.
» skipExtension —remove the extension from the phone numbers.

Example of use: If you enter the attribute {telephoneNumber |toPhoneNumber |ski-
pExtension}, the original value of the phone number in Active Directory “+420 123 456
789 x2222” is converted into “+420123456789”.

Users Removed from LDAP — define what to do with the users deleted from LDAP. You can keep or
delete the users deleted from LDAP in Access Commander. Should the users removed from LDAP be
deactivated, their data will remain in Access Commander but will not be synchronized with the devices.
Deactivated users do not have access rights, cannot be reached, etc.

Active Directory Banned Users — set what happens to the users who have been banned from Active
Directory. Access Commander can ignore this Active Directory change or disable the user. Deactivated
users do not have access rights, cannot be reached, etc. Having been reactivated in Active Directory, the
disabled users will also be reactivated in Access Commander.

Group Synchronization — upload group assignments from LDAP to Access Commander. By setting a
synchronization scheme you can set a Base DN and filter of your own to be used for group synchronization.
In the scheme settings, you can enable synchronization of users from nested groups.

Avatar Synchronization — set user photo uploading from the LDAP system.
Reference Monitoring — set whether or not data from the LDAP references should be synchronized.

Nested Search — enable user synchronization from the entire tree. When disabled, only data from the root is
searched and synchronized.

Paging Enable — LDAP uses paging for extending the Simple Paged Results Control. This allows the results
to be split into multiple pages, which is necessary for extensive directory services. The Page Size parameter
defines the count of records per page.

User Import to Company

The extended menu : in the company detail header allows new users to be imported into the company on
a one-time basis, either from a CSV file or from another 2N device.

User Import from CSV File

e TIP
-Q- You can download a CSV template for importing users using this link.

Access Commander allows users to be uploaded to the company in bulk. Therefore, it is possible to
pre-prepare basic user information simply in an external file and then simply import the user. Users in one file
can only be uploaded to one specific company at a time.

39


https://www.2n.com/en-GB/download/exampleimportusercsv

Companies

This feature does not allow the users to be deleted.

NOTE
Users with the Administrator role can perform complex, repeatable user list synchronization
across companies, see User Synchronization (p. 81).

Import from 2N Device

You can transfer the user list from a 2N device to Access Commander. Import can only be done from a
device that has not yet been added to Access Commander. The device cannot contain the users who are
already in Access Commander (i.e. have the same UUID). It is possible to import all users in bulk to one
specific company only.

1.

It is advisable to back up the configuration before import. The Access Commander system is backed
up in Settings > System Backup. The device configuration backup is made in the device web configu-
ration interface, in System > Maintenance.

Add the device from which you want to import the user list to the list of Access Commander devices.

CAUTION
Do not add devices to zones just yet! The device would override the access rules and
the list of users would be rewritten on the device.

Go to the detail of the company to which you want to import the user. Select Import from Device | from

the ¢ advanced menu.

A dialog box opens. Select the device from which you want to import the user list from the drop-down list
of available devices.

Click Import| to start importing on the background. The termination of the process is written in the
System Log.

After successful import, it is possible to add the device to the zones and include it in the access rules.

CAUTION
The import procedure only works for specific device users (UUIDs) and imports all the users
from the device into one company at once.
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Access Commander helps you manage Users, modify their accesses, administer their contact data, etc.

The user list shows all the users that have been created. Above the list, you can filter the users (number 2 in
the figure) or search for a specific user by name, email or phone number.

Users
i

E - 4 i 0 Ly 4 Q e = Filters 3=
B Marme Company E-mail Phone Number
Alsha Powell-James Academny of Art 99154563 @carts.ac.uk ] "
Amit Singh Academy of Art 98156879 @carts.ac.uk ]
B Anna-Maria Becker Academy of Art berkera@carts.ac.uk 10.0.24.33, device: 2NIPVerso-54230 (]
j Canteen Supervisor Canteen ]
Chef Canteen ]
Christine Thomas-Miles Acadermy of Art thomasci@icarts ac.uk ]
D Emiily Carter, PGDip Academy of Art carters{@carts. ac.ul [}
Dr Sshastien Bawer Academy of Art bavers@carts.ac uk (]
Gareth Brown Academy of Art 00457898 @carts.ac.uk [ ]
leuan Griffiths Academy of Art 9546781 5@carts.ac uk ]
Johana
Julia MacDowell Commercial space julia@flowers.com (]
Julia Price acadeny of Art 00154578 @carts.ac uk (]
Bulk Actions

Select multiple users to be applied the following bulk actions to (number 1 in the figure):

. E Enable user attendance monitoring

. = Add user to group

. Remove user

. @ Set access validity time interval

. @ Assign access PIN code to those users who have not been assigned PIN/QR code

oo
» O#% Assign access QR code to those users who have not been assigned PIN/QR code

. * Assign mobile key to those selected users who have not been assigned any mobile key
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NOTE
Make sure that a valid e-mail address has been completed for the user to be assigned the
PIN/QR code or mobile key.

User Creation

1. Go to the Users page.
Click the user adding button in the right-hand upper corner.

3. Complete the mandatory data: user name and the company to which the user is assigned to.
The newly created user appears on the list and the user detail opens up. You can set such other user
parameters in the detail as user phone number assignment, authentication method selection, group
assignment, etc.

NOTE

Access Commander allows users to be uploaded to the company in bulk. Therefore, it is
possible to pre-prepare basic user information simply in an external file and then simply
import the user. Users in one file can only be uploaded to one specific company at a time.

Bulk import is carried out in the company detail; see User Import to Company (p. 39).

User Settings

You can view and administer user information in the user detail. Click the selected user list item on the Users
page to open ther user detail.

The user detail is split into the Overview, Attendance and Change log tabs. Attendance is only displayed
to the users whose attendance monitoring has been enabled, refer to Attendance (p. 48). The Attendance
module is available depending on the license.

User Name and Photo Change

Find the user renaming and photo setting options in an advanced menu ¢ in the user detail header.

The image resolution will be adjusted to 432 x 432 px automatically.

Credentials

This card helps you set the user authentication methods on devices. The user has to authenticate them-
selves on a device and, if granted access, will be allowed to access the device.

RFID Card — add an existing RFID card to the user. A dialog box opens for you to enter the card identifier. To
do this, tap a card on the USB reader or enter the card ID via a keypad. The identifier must be a hexadecimal
number including 6 characters at least. One user may be assigned up to 2 access cards.

One RFID access card can be used for access to up to 90 doors with the 2N Fortis locks, depending on the
number of the time profiles applied. If the card memory capacity is exceeded, data writing to the card will fail.
The write failure event is recorded in the system Access Log. If Lock Groups are used, more doors can be
written to a single card than the case is with individual assignment.
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e TIP

'Q' The User Manager and Administrator can view the card identifier in the Access Log. The
new/unassigned card can thus be loaded on an accessible device and then its identifier
can be copied from the log. After adding the identifier to the RFID cards, the user can start
using the card. The display of identifiers in the Access Log must be enabled in Settings >
Authentication.

NOTE

If Access Commander reports that the brand new card just added is already in use in
the system, the reason may be that the RFID card compatibility mode is enabled. This
mode is activated by the Administrator in Settings > Authentication > Compatibility Mode
Settings. The compatibility mode can be activated for each device separately in the web
configuration interface of the device in Services > Access Control > Advanced > Other
settings.

My2N app — used for interconnection with My2N app app, which provides authentication via Bluetooth, refer
to Subs. Bluetooth Authentication (p. 46).

PIN Code — automatic generation of a 5-digit PIN code.
A user can be assigned a PIN code or a QR code, never both of them at the same time.

QR Code — automatic generation of QR code. The devices that allow QR codes to be read are included in
Supported Devices and Applications (p. 8).

A user can be assigned a PIN code or a QR code, never both of them at the same time.

Fingerprint — a dialog box helps you enroll fingerprints for authentication on the devices that support
fingerprint reading. Each user can enroll up to 2 fingerprints. Refer to Subs. Fingerprint Enrollment (p. 45)
for details.

License Plate — set the vehicle license plate to be scanned by the device and used for user authentication.

Virtual Credential — set the user virtual access card ID. Each user can be assigned just one virtual card.
The virtual card ID is a sequence of 6-32 characters: 0-9, A-F. The virtual card ID is used for user
identification in the devices connected via the Wiegand interface.

Switch Code — set up to 4 switch activation codes (e.g. for the door lock). The switch code is used for door
unlocking via the device keypad even as a DTMF code.

CAUTION
Remember to keep the sequence of authentication methods while using multi-factor authen-
tication.
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WA TIP
'Q' It is possible to send the generated access PIN/QR code to an e-mail address if available.

Account

A user can be assigned access to the Access Commander interface by setting a login name and one-time
password. Upon login, the user can follow their attendance (if available), and change their e-mail or profile
image. The user will be prompted to change the password upon the first login. If two-factor authentication is
requested for a user, the user will be prompted to interconnect with their own authentication application, see
Two-Factor Authentication (p. 90). The interconnection with the authentication application can be removed
on this card too.

On the Account card, the users with login data can be assigned rights to administer Access Commander
through user roles. Refer to Subs. User Rights (p. 7) for a description of role rights.

Simplified Interface

It is possible to run a simplified user interface for the visitor manager of one company. The simplified
interface allows the visitor manager to add, remove and manage visitors. Logs and Presence cannot be
viewed in the simplified interface. The primary purpose of the simplified interface is to facilitate visitor access
to users’ apartments. All the visitors created in the simplified interface are always assigned to the default
group for new visitors. The visitor manager cannot change this group. It is necessary to select the default
group for new visitors in the company settings and set valid apartment access rules for the group, including
the path to the apartment. Thus, the apartment user can manage the authentication methods and visit
duration in the simplified interface.

CAUTION

Before activating the simplified interface, the system administrator must set the default
group for new visitors in Company Settings (p. 36). The default group must be assigned
such access rules that allow visitors to access the required spaces. No visitor access can
be guaranteed in the simplified interface without a properly set default group.

Personal Information

Used for adding basic information on the user. The user e-mail address to which account info shall be sent
and a user contact phone number can be added.

The following can be written on the card:

» E-Mail — address to which information related to the user account in Access Commander will be sent

» User ID - specific identifier necessary for bulk synchronization with the CSV file (refer to User Synchroni-
zation (p. 81))

* Note

Access
The Accesses card helps assign a user to a group and set the time interval in which the user access data

shall be valid. Click * to open an advanced menu to set the time interval. The beginning of the validity term
is only applied to access to IP devices. Access to the 2N Fortis electronic locks is valid from the moment the
access card is assigned to the user.
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e TIP
'Q' Time limitations for accesses from the devices are set using time profiles.

The card shows the group the user is assigned to. If not assigned to a group, a user can be added on this

card. A group can be changed or deleted in an advanced menu ¢ .

Phone Numbers

This card helps you set connection with a user. The phone number is the calling destination of the device
assigned to the user.

Virtual number

A virtual phone number can be used for user calling via the numeric keypad on the device. Virtual numbers
are not related to the users’ personal phone numbers and thus help hide the users’ personal phone numbers
on the device. Virtual numbers can be set up according to apartment numbers, for example. Virtual numbers
can therefore be used in installations where the number of speed dial buttons is insufficient.

A virtual number can have 1 to 7 digits. The first and last characters can be either digits or letters, while the
rest must consist solely of digits ( A123, 456B, C12E, e.g.).

Deputy
A deputy can also be defined on the card to which a call is forwarded in the case of user unavailability. The
deputy can be chosen among the other users in the company.

Access Log
The Access Log shows access history.

Change Log

All the user setting changes can be displayed in the Change Log folder. The basic arrangement is based on
the change time. It is possible to find out who made the change in the log. Click the row to find details on the
change accomplished.

Fingerprint Enroliment

Each user can enroll up to 2 fingerprints.Use an external fingerprint reader for enroliment. Make sure you
have installed the 2N USB Driver. The driver can be downloaded here.

The enrolled user fingerprint can be used for the following actions:

* Open the door;

» Trigger silent alarm — can only be set if the Open door function is active;

* F1 and F2 automation — generates the FingerEntered event in Automation. F1 and F2 help distinguish the
scanned finger in Automation.

Fingerprint Enroliment

1. Make sure that the USB fingerprint reader is enabled in Settings > Credentials.

2. Select Fingerprint authentication ® in the user settings on the Credentials card.
3. Select the finger to be scanned and enrolled.
The Fingerprint enrollment box is displayed.
4. Putthe selected finger on the reader. Repeat this step 3 times, always upon invitation.
You will be informed that your fingerprint has been scanned successfully after the last scanning.
5. Click Create to complete the process.
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Bluetooth Authentication

Make sure that the My2N app is installed in your mobile phone to make successful authentication via
Bluetooth.

GETITON # Download on the
® Google Play @& App Store

Enter the My2N app pairing code to connect the application in your phone with the devices in
Access Commander.

Get the pairing code as follows:

 through a USB Bluetooth reader connected to your PC
 through interconnection with the device.

Pairing Code Creation via PC

1. Download and install 2N IP USB Driver into your PC.
Make sure that the USB Bluetooth reader is enabled in Settings > Credentials > Enabled USB
readers card.

3. Connect the USB Bluetooth reader to the PC.

4. Select My2N app authentication * in the user settings on the Credentials card.
5. Select Pair using reader|in the open dialog box.

The pairing code appears in the dialog box.
6. Follow the steps below for pairing in the application.

Pairing Code Creation Using Device

1. Make sure that

+ the pairing device is set for the given user’s company, refer to Company Settings (p. 36);

+ the pairing device is located in the zone which the user is allowed to access, refer to Access Rules (p.
62);

* an adequate pairing time value is set, refer to Company Settings (p. 36).

2. Select My2N app authentication * in the user settings on the Credentials card.

Select Pair using devices| in the open dialog box.

4. The generated pairing code is displayed on the card together with the remaining pairing time. Transfer
the pairing code to the user. If the user’s e-mail address is completed, you can send the mobile key by
clicking .

5. Follow the steps below for pairing in the application.

[

My2N Mobile Application Pairing

1. Download the My2N application to your mobile phone. The app is available at App Store and
Google Play.

2. Open the My2N app and enter the pairing PIN.

3. Allow all the important authorizations to make My2N work properly. The authorizations are not different
from those of Mobile Key.

4. Follow the instructions on your mobile phone — bring the phone close to the device in the pairing mode
and click Start pairing . Subsequently, the mobile phone starts searching a device for pairing.

5. Grant access to the selected mobile phone. Now you can open doors in the whole location.
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WARNING
Use the Mobile Key application for pairing of mobile phones with older OSs (Android 9 / iOS
17 and lower).

Mobile Key Pairing

1.

User Rights

Download the Mobile Key application to your mobile phone. The app is available at
App Store and Google Play.

Open the application and enable Bluetooth access for Mobile Key.

According to the mobile key type, draw your mobile phone near the USB reader or the
pairing device.

Click the device offered for pairing in Mobile Key.

The application prompts you to enter the PIN code. Enter the pairing code and confirm.

Multiple users can manage accesses in Access Commander depending on their assigned rights or privileg-

es.

Accounts with extended rights are set through the role in the user settings. One user can be assigned

multiple roles.

NOTE
User rights relate to the management within the user’'s company. The administrator has
access to the complete management across the companies.

Administrator

» System and module settings according to the valid license.
» License Change.
« All rights of other roles related to all the companies.

Access Manager

» Creating and managing groups.

* Adding users to groups.

» Creating and managing visitors.

» Creating and managing time profiles.
» Setting access rules.

User Manager

» Creating and managing users.

» Creating and managing visitors.
» Adding users to groups.

» Viewing access and system logs.

Visitor Manager

» Creating and managing visitors.
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* Managing visitor assignment to groups (not available in the simplified interface).
* Viewing visitor access log (not available in the simplified interface).

Door Manager

* Viewing camera transmissions from assigned devices.
* Remote opening of assigned devices.

* Emergency lockdown of assigned devices.

» Viewing access log of assigned devices.

* Monitoring states and security events in the system log.

Attendance Manager

* Monitoring and managing attendance of assigned groups.
* Viewing access log of users in assigned groups.

Attendance

Access Commander helps you monitor user attendance. The user entry/exit times are recorded in the
Attendance mode.

User attendance monitoring has to be activated. To do this, use the extended menu : in the user detail
header. To activate attendance monitoring for multiple users at the same time, select the users listed on the

Users page and use bulk action E

The attendance manager can edit the user attendance data. To do this, click the time interval to be changed.
You can also edit the border times and add a note to an interval.

CAUTION

Make sure that the user attendance monitoring license is active in Access Commander to
monitor attendance properly. Remember to activate attendance monitoring for each user in
the user settings.

Monitoring and editing attendance are described in the chapter Attendance (p. 66).
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A group is used for gathering users and easier setting of the group member zone access rights. The rights
do not have to be set on the user/visitor level but the group can be associated with a zone.

Filter the list items using = above the list. Or, click : i each column header to open an extended menu

—_—
and set filters for each column. The extended column menu = also enables you to move, pin to the first/last
position or hide the columns.

Group Creation

1. Go to the Groups page.
Click the group adding button in the right-hand upper corner.
3. Enter the group name and assign the group to a company in the open dialog box.

CAUTION
Once a group is created, the superior company cannot be changed.

The new group appears on the list and its detail opens up. Add the group members and set their access
rules in the group detail.

Group Settings

View and edit the group information in the group detail. Click the selected group list item to open the group
detail. The detail shows a list of the group members and their access rules.

Members

The card shows all the users assigned to a group. You can only add those users/visitors to the group that are
assigned to the same company as the group.

Access Rules

This is an overview of all the access rules that you can edit or create. By creating an access rule, you grant
zone access to a particular group. To create a rule, enter the group and a time profile to limit the group’s
zone access.
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Zones make it easier to manage accesses to devices. Zones combine devices into logical sets. The page
shows a list of all zones.

Filter the list items using = above the list. Or, click * in each column header to open an extended menu
—F

and set filters for each column. The extended column menu i~ also enables you to move, pin to the first/last
position or hide the columns.

Enabling access points

With Q a dialog box will open in which access point support can be activated, see Setting Device Access
Points (p. 67).

Zone Creation

1. Go to the Zones page.
Click the zone adding button in the right-hand upper corner.
3. Enter the zone name and assign the zone to a company (companies) in the open dialog box.

The new zone appears on the list. Add a device to the zone in the zone detail or device detail. More
settings can be made in the zone detail.

Zone Settings

View and edit the zone information in the zone detail. Click the selected zone list item to open the zone
detail.

Multi-Factor Authentication

You can set multi-factor authentication for all the devices in a zone. You can select just some of the
authentication methods but always keep the following order:

My2N app
RFID card
Fingerprint
PIN code

oD~

CAUTION

Remember to keep the sequence of authentication methods while using multi-factor authen-
tication.

The necessity of multi-factor authentication can be limited by a time profile. With multi-factor authentication

on, the Use Multi-Factor Authentication option is displayed for you to choose a time profile using /‘. If
Anytime is selected, multi-factor authentication will always be required.

Multi-factor authentication can only be required for zone access. This setting only applies if access points are
used.
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Access Settings
You can set a bulk PIN Code for Zone Access on the card or display the PIN code if already created.

Moreover, you can enable/disable the following functions in Access Settings:

Silent alarm — once a special code is used, Silent alarm is activated, which sends an alarm report; the
device does not signal any alarm sounds in this mode. Set the special Silent alarm code and function in the
device configuration.

Access lockout — after five unsuccessful attempts, the next attempt will not be allowed until 30 seconds
pass.

License plate authentication — vehicles are granted zone access based on their license plate verifications
by all the devices that support this function.

Devices
The card shows a list of all the devices added to the given zone. More devices can be added on the card.

If used, access points are assigned to a zone. The access point type for the given device is described as
Entry to Zone.

Available authentication methods are displayed for each device / access point.

Lock Groups

The tab shows an overview of the lock groups. More groups can be added on this tab.

You can view the group details for each lock group.

Companies

This card shows a list of the companies that are granted access to the zone. Multiple companies can have
access to one zone.

Access Rules

This is an overview of all the access rules that you can edit or create. By creating an access rule, you grant
zone access to a particular group. To create a rule, enter the group and a time profile to limit the group’s
zone access.

Click the selected access rule to edit it.
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Devices

The Devices page shows all the devices added to Access Commander.

Filter the list items using = above the list. Or, click * in each column header to open an extended menu
_—
and set filters for each column. The extended column menu “~ also enables you to move, pin to the first/last

position or hide the columns.

Press Ii: Export| above the list to download the list in a CSV file. The time is GMT+0 in the CSV file
exported.

Select multiple devices to be applied the following bulk actions to:

* Manage selected devices
* Remove selected devices from management
» Back up selected devices

The * icon on the device row redirects to the web configuration interface of the device.
Devices Status

* Online
* Unmanaged — Device management has been turned off by the user.
* Incompatible — the device does not have a supported firmware version.
* Not configured — you need to upload the configuration of electronic locks from a third-party program.
» Offline
* Login Failed — wrong login data has been entered into the device web configuration in
Access Commander.
* Inaccessible — Access Commander cannot establish connection with the device.
« Invalid Certificate — SSL certificate verification is required and the device has no valid SSL certificate.

Adding IP Device

NOTE
Adding 2N Fortis electronic locks is described in Electronic Locks (p. 18).

Go to the Devices page.

Click the device adding button in the right-hand upper corner.

To add a 2N intercom/2N access unit/2N answering unit, select “2N |IP Devices”.

In the open dialog box, find the device in the LAN or enter its IP address and port in the following format:
“IPaddress:port”.

Having entered the IP address, you can press ENTER on the keypad and add another device.

5. Having added all the selected devices, complete the web configuration access password for these
devices. You can only add those devices at the same time to which you log in with one and the same
password.

Eal o
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6. Name the device before creation.
7. The new devices appear on the list. Make other settings in the device detail.

Lock Groups

Lock groups help you group locks into logical complexes for subsequent definition of access rules, monitor-
ing or device management.

Displaying Groups

Open Devices > Lock Groups.

NOTE

The list includes all the lock groups created. Use the search field to filter the records by their
names.

Lock Group Creation

Open Devices > Lock Groups.

Click + Lock Group/.

Enter the group name and choose the Create | tab.

In the Locks module, click Add Locks|. Select the locks to be assigned to the group.
In the Zones module, click Add Zones |. Select the zones to be assigned to the group.

Select ¢ for adding, renaming or deleting a lock group.

o aRrvN-=

WARNING

Changing the lock assignment to another group requires repeated configuration. Make sure
that all the system changes have been completed before exporting the configuration file.

Lock Settings in Access Commander
Before uploading keys to individual locks, you must pair Access Commander with Fortis Commander.

Master Encryption Key (MEK) Generation and Project Preparation

1. Login to Access Commander.
2. Go to Settings > Electronic locks.
3. Click Generate Keys | in Initial Settings.
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Create the master encryption key.

CAUTION
The master encryption key cannot be displayed or changed later.

NOTE

According to the master encryption key (MEK), 2N Access Commander generates a
set of encryption keys. Thus, the key should be unique and sufficiently secure. As the
key set is based on the master encryption key, projects with one and the same master
encryption keys generate the same sets of keys. If a project is lost, you can create a
new project with the same master encryption key and continue encryption.

Having generated the keys and set the password for the project file, you can download the project file,
which represents an image of the electronic lock configuration in the Access Commander system.

On the Fortis Commander tab, click Download Application|, to download the Fortis Commander
electronic lock configuring application.

CAUTION
Project information is sensitive data. Protect it from abuse.

Propagation of Electronic Lock Configuration via Fortis Commander

Noapwbh=

Install and open the Fortis Commander application.

Click Open Project|to open the downloaded project file in the File Explorer.

In the open dialog box, enter the project file password.

After opening the project file, select Connect to Device | and tap the service card on the lock.
Click Assign to assign the lock to the project.

Disconnect the device and click File > Close project.

When the configuration is complete, open Access Commander. Go to the Settings > Electronic
Locks and click the Fortis Commander | button again. Upload the project file.

NOTE

When moving the lock between installations or when making a claim, you must perform
Factory Reset. This operation resets the lock to factory settings and removes all previous
configuration.

Configuration Update Instructions

hPoObN-=

Make changes in Access Commander.

Download a new project file.

Upload the file to Fortis Commander and make the required changes to the locks.

If you make other changes in Access Commander, always download a new project file.
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CAUTION
Make sure to download a new project file for every configuration change in
Access Commander — never use an older file already uploaded to Fortis Commander.

Permanent Locking/Unlocking

The app allows you to permanently lock and unlock the lock. The function is used for service interventions or
emergency control without the use of a card.

Emergency Lockdown

Emergency lockdown is used for complete locking of the doors controlled by the given device. During the
emergency lockdown, it is impossible to open doors using pre-defined user accesses even in case the
user/visitor uses a valid access with a valid time profile.

You can activate/deactivate the emergency lockdown:

* in the device detail — lock the given device;
* in the zone detail — lock all devices in a zone;
* in the company detail — lock all devices in a company;

* using a global action by pressing ﬁ on the upper bar to lock all devices in Access Commander;
* in the Widget on the Dashboard.

It is possible to pre-define a group of devices that are subject to emergency lockdown in the Emergency
lockdown Widget.

CAUTION

Offline devices, inactive devices, device with incompatible firmware and devices with FW
version lower than 2.32 will not be locked down after the Emergency lockdown request.
Offline devices will be locked down when they become available again.

Device Configuration

You can view and administer device information in the device detail. Click the selected device list item to
open the device detail. According to the device type, the detail can be divided into Overview, Calls and Lift.

Click the Configure hardware button in the right-hand upper corner of the device detail to move from
the device detail to the web configuration. Refer to the Configuration Manual of the selected device for its
configuration. Click the cross in the blue upper bar to quit the configuration web interface and return.

Overview

State

This tab shows the state of connection with a device. Online devices are such devices that are connected
with Access Commander and equipped with the acceptable firmware. Data synchronization can take place
thanks to the established connection with the device. If incompatible, firmware can be allowed in Devices >
Firmware.

Automatic synchronization is started upon every change that is to be reflected in the end device configura-
tion. Synchronization only takes place over the devices that it relates to. Only the synchronization requests
caused by the changes that can affect the end devices are queued. Such changes include changes of
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access rights, phone numbers, time profiles, etc. For example, a name change for the user that is not
assigned to any group never starts automatic synchronization. The synchronization time (necessary for all
the changes to be applied to end devices) depends on the count of devices to be synchronized and the
amount of data to be uploaded into the device.

Access Control
Set the zone to which the device is to be assigned.

If the device has 2 access points set up and if access point detection is enabled (see Setting Device Access
Points (p. 67)), the option to assign 2 zones is displayed. One device access point can only be in one zone.

Configuration

The card shows the current firmware version, MAC address and IP address and enables you to change the
web configuration access password.

In the tab, it is possible to change the IP address on which the device is located, which allows
Access Commander to be pointed to the device that has been disconnected and reconnected at a different
IP address.

Door Control
This card shows images from the device cameras and provides remote opening of the door switch controlled

by this device. Click * to open an advanced menu to set door opening for a certain period of time.
The current door switch state is displayed next to the Open | button.

Use Emergency Lockdown (p. 55) to lock the door even for groups with valid access.

Backup
Backup helps you back up the device configuration in an xml file. Start the backup using Start backup|.
If stored in the local storage, the backup will be stored in the Access Commander dedicated memory. If
stored in a file, a dialog box will open for you to secure the backup file with a password. As the file contains
sensitive data, file protection is recommended. Backup encryption is available in devices with firmware 2.45
and higher.

Each last backup is displayed on the tab. The device can be automatically synchronized with the last backup
using the Restore | option. In this drop-down menu option, you can also choose to Restore from backup of
another connected device or from an external file.

NOTE
All the available devices (online devices and connected devices with incompatible firmware)
can be backed up.

Calling

The call tab is displayed if a telecommunication connection is available and enabled on the device. The
tab displays all enabled accounts providing the connection including their statuses. The telecommunication
connection is set directly in the configuration interface of the given device, in the Calling section. The
configuration interface is entered using the Hardware configuration | button in the device detail header.

Calling

This folder is displayed in the detail of the device from which calls can be made.
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Touchscreen phonebook

Use the Contacts card to administer phonebook displays on devices equipped with a display. The card
displays a tree of contacts as shown in the device directory. Click Change | to open a dialog box for contact
tree editing. The sequence of the contact items is displayed in the left part of the dialog box. The contacts
are set within the selected folder in the right-hand part. The root folder is the first page displayed whenever
the device directory is opened. All the contacts stored in this root folder are displayed on one directory page.
The contacts can also be grouped into folders and the folders can be assigned to the root folder.

Adding Contacts to Device Display

1. Go to Devices > Device detail > Calls > Touchscreen phonebook.
. Click Change | to open display administration.
3. Select the folder to add contacts in the right-hand part of the open dialog box.
You can add the following to the folder:

1. Users
You can choose multiple users simultaneously.
2. Groups

You can use bulk adding for groups of users. The directory shows every user in the group under the
user name. You can choose multiple groups simultaneously.

3. Calling Groups
Calling groups are groups of contacts that are to be dialed simultaneously. While creating a calling
group, enter the group name to be displayed in the directory. User contacts are added to calling
groups in the same way as contacts are added to folders.

You can rename a calling group in an extended menu at the folder opened by clicking * .

4. You can rename a folder in an extended menu at the folder opened by clicking ¢ . You also add an
image to a selected folder in the extended menu, which then appears at this folder on the device.

5. Pin the folders/calling groups to be displayed in the first places in the extended menu ¢ at the given

folder using * .

Additional virtual numbers

It is possible to start an outgoing call by dialing a virtual number on a device with a numeric keypad. On
this card, you can add the users that can be called using virtual numbers even if these users do not have
access to the device. Calls to the virtual numbers of the users that have access to the device are allowed
automatically.

In the selection of users, those users are only displayed whose virtual numbers have been completed.

Buttons

This card is displayed in the details of the devices equipped with buttons used for dialing user phone
numbers. The Buttons card helps you assign users to the buttons on the device. A press of the device button
starts an outgoing call to the destination of the assigned user. The user is assigned to the button by clicking

’ and selecting the user.

Lift

By connecting the AXIS A9188 relay module to a 2N intercom or to a 2N access unit, access to the elevator
floors in the building can be controlled. Up to 8 of these relay modules can be connected to one 2N intercom
or 2N access unit, each of which being able to control 8 floors, which makes a total of 64 floors. To use this
function, you must have an active license: for IP intercoms (Part No. 9137916) or for access units (Part No.
9160401).
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Lift Control Settings

1. Make sure before configuring via Access Commander that the AXIS A9188 relay module is intercon-
nected with the 2N device responsible for floor access authorization. Also make sure that HTTPS has
been set and the root password has been changed on the module.

2. Go to the detail of the device to be used for floor access control. Activate lift control in the advanced

menu * . Lift is displayed in the device detail.

3. Goto Qhardware configuration | of the device in the device detail header. Enable the lift access control
modules in Hardware > Lift control. If the modules require authentication, enter the user name and
password. Save the settings. Click the cross in the upper blue bar to quit configuration.

4. Go to the Lift tab in the device detail.

5. Select the relay output for the floor for which access is to be set on the Lift floors card. Specify the

output(s) as follows: io_module_relay output. Click /.

6. Name the floors and select a floor zone to be accessed in the open dialog box. Thus, only the users with
valid zone access based on the defined access rules may access this particular floor. If the access rules
are not to be applied, select public access allowed. Select a time profile to limit the public access to a
period of time defined by the selected time profile. Beyond this time profile, access will only be granted
to the users with valid access based on the access rules.

CAUTION
If access is set according to the zone access rules, the lift device does not assume any
of the other zone settings (PIN code, multi-factor authentication, silent alarm, etc.).

Lift Floors

If enabled, a list of all configurable floors is displayed on this card. Each floor has its designation in the
sequence of the module and relay output. Each floor can be assigned a name of its own.

Lift Control Modules

This card shows all the connected AXIS A9188 modules including their current states. Enable the modules in
the device configuration in Hardware > Lift control.

Monitoring

The page is used for finding information on the connected IP devices (intercoms, access units, answering
—F

units). Every administrator can configure the table as needed using . Each account has a unique setup.

Select the columns displayed to make the setting.

Click a row to get to the detail of the selected device.

Firmware

The Firmware page provides a bulk firmware upgrade for all the types of connected devices to maintain them
in the optimum condition. You can suspend bulk administration of the devices. Optionally, some devices can
be excluded from bulk administration.

s TIP
-Q- A new firmware version may be installed for one or more selected devices in the test mode
and only then upgrade can be allowed for the other devices.
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The current firmware version is available online via the 2N Update Server and, optionally, the upgrade
file can be uploaded manually. The deployment of a new version is always subject to the administrator’s
approval so that the whole upgrading process is under the administrator’s full control.

It may take a few minutes to get the firmware versions from the 2N update server.

The version displays a list of connected 2N intercom types, 2N answering units and 2N access units in bulk
administration.

NOTE

The firmware version with electronic lock support is not included in the package on the
update server. The firmware updates for IP devices managing electronic locks must be
performed manually, independently of automatic system updates.

Make sure you have a 2N IP device with a special firmware version under
management for a correct and full functioning of the electronic locks. Refer to
https://www.2n.com/en-GB/2nos-elocks-fw for the firmware version that supports electronic
locks.

Excluded Devices
To exclude a device from bulk firmware administration, add it to the list in Devices > Firmware > Excluded
Devices.

Incompatible Firmware Versions

When added or upgraded, a device with incompatible firmware goes into the incompatible state. Incompati-
ble state means that no new users are stored in the device. Events can still be downloaded from the device
and its configuration or backup can still be used. A new record is created in the table and the administrator
can enable the use of incompatible firmware.

Access Commander automatically excludes a device with firmware that is not supported by the latest
firmware version. The card shows these unsupported firmware versions on the devices connected. See the
list of supported firmware versions below.

Access Commander can control all the devices that use an unsupported firmware version when this version

is approved. Approve the version in Devices > Firmware > Incompatible Firmware Version using the |..

CAUTION
The approval of an unsupported version may lead to such problems as data loss or some
kind of malfunction.

Supported Firmware Versions

» 3.50
« 3.0

» 2.50
« 249
» 248
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. 247
* 2.46
* 245

Security

The method of securing communication between Access Commander and devices is set in Devices >
Security > Device Certificate Verification.

Access Commander provides three levels of device communication security:

1. Encrypted communication without certificate authentication - Access Commander uses a self-
signed certificate for HTTPS communication. This certificate is considered untrustworthy by web brows-
ers.

2. Certificate Fingerprint Verification — communication is ensured by checking the certificate uploaded to
the device. The certificate fingerprint is verified during the communication.

When fingerprint verification is turned on, the device administrator must confirm the validity of the
certificate fingerprint whenever a new device is added. The device administrator will be prompted to
verify the fingerprint even if the certificate of an already added device is changed.

3. Complete certificate verification - communication is secured by a certificate signed by a so-called
certification authority. During communication, the entire certification chain is verified according to the PKI
requirements.

CAUTION
It is impossible to upload own SSL certificates to the 2N Indoor Touch devices, as the
connection with them will be lost after certificate verification is enabled.

How to Manage Certificates

The method of securing communication between Access Commander and devices is set in Devices >
Security > Device Certificate Verification.

After SSL certificate verification is enabled, synchronization will only take place on the devices that have
a SSL certificate signed by a trusted certification authority. Synchronization of devices without such SSL
certificates is disabled. The devices will go offline.

The certification authority (CA) certificate has to be trustworthy on the server on which Access Commander
is running.

LY TIP
'Q- The process of uploading certificates to the server is described in the FAQ.

To be verified successfully, the device certificates have to be signed by a certification authority and include
the device IP address/domain name.

Device Certificate Upload

1. Enter the web configuration of the selected device.
2. Go to System > Certificates > Personal Certificates.
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Upload the pre-prepared certificate.

Go to Services > Web Server.

Select this uploaded certificate for the HTTPS Server Certificate in the Advanced Settings.
Save your changes.

o0k

Setting Device Access Points

The devices (2N intercoms or 2N Access Units) can have up to two access points. Each access point allows
for passage in one direction. Access points differentiate passage direction through the device. Each access
point can be assigned one or more readers that are connected to the device and work in the direction of the
point. Access points are used for recording a zone entry/exit. They have to be used if the device is located
on a zone border.

In addition, access points help monitor the users in the Presence (p. 72) module. Also, access points are
used for monitoring entries/exits in Area restrictions (p. 74).

NOTE
The access point settings in Access Commander are propagated into Services > Access
control in the device web interface:

* Access point 1 = Entry Rules
» Access point 2 = Exit Rules

Setting Access Rules

1. Enter the web configuration of the selected device.

e TIP

= Click Q in the list on the Devices page to enter the web configuration interface.

Go to Hardware > Extending Modules.

Find the module that provides the access to be used as access point 1 (Entry) or access point 2 (Exit).
Set the required direction in the Door parameter and save the setting.

Go to Zones in Access Commander.

o akrobd

Press * in the right-hand upper corner and enable the use of access points.
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Access Rules

Access Rules represent a clear management tool for user group accesses to zones. Accesses can be
granted based on time profiles.

The access rules define TO WHOM, WHERE and WHEN access is granted.

* WHO is defined by the group and the users assigned to it (one user may be in more groups assigned to
one company at the same time).

* WHERE is defined by the zone or devices (one device may be assigned to one zone only).

* WHEN is defined by the time profile assigned. This item is not mandatory. An empty time profile means an
unlimited access (24/7).

WHO WHERE WHEN

O © 6

® o o ==
ah A [
NOTE
One group can have access to multiple zones and multiple groups can have access to one
zone.
Matrix Display

The matrix display of rules on the Access Rules page provides an overview of accesses and their setting
options. The matrix is available to every existing company and shows all the groups and zones assigned to
it. The administrator can switch companies in the menu above the matrix.

Click the cell corresponding to the selected zone and group to set the group access to the zone. A menu is
displayed for you to choose either an unlimited access or access limited by a time profile. The time profiles
have to be preset on the page Time Profiles (p. 64). A new group/zone can be added to the company matrix
if necessary.

A user/device can be added to the matrix in the search field above the matrix. Users can be added to groups
by uniting the user and the group. Devices can be added to a zone by uniting the device and the zone.
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Example of Matrix Display

%) Access rules b Group -+ Zone
2N - budova C - 2 userA @ [0 VersoD10z @ -
3 usera ASD Foyer ZoneT Zone2 Zones
O VersoD102 (V]
Developers (] ® (] (@)
Test RC Company (] ®© Q) o

The figure shows a matrix survey for 2N Telekomunikace. It is obvious from the survey that:

* The filtered device Verso 2.0 D102 is part of Zone1.

* The filtered User A is part of the Test RC Company group.

* The users from the Developers group have unlimited access to ASD and Zone2, limited access to Foyer
and Zone5 (according to the set time profile) and no access to Zone1.

* The users from the Test RC Company group have limited access to ASD, Foyer and Zone5 (according to
the set time profile) and no access to Zone1 and Zone2.

Rule List

The Rule List page shows a list of all the currently valid access rules. Click a rule to edit it. Click the Access
rule button in the right-hand upper corner to add a new access rule. Remember to set the rule parameters
before creating a rule.

The Rule list and the Matrix show the same access rules. A change in one display will automatically
propagate to the other one. The access rules are also edited in the zone and group settings.
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Time Profiles

Selected device functions can be time limited. A time profile can be assigned to a selected function to define
when the function is available.

Time profiles can meet the following requirements:

* block all calls to a selected user beyond the set time interval;
* block calls to selected user phone numbers beyond the set time interval;
* block user access beyond the set time interval.

Each time profile defines the function availability based on a week calendar. Simply set From-To and specify
the weekdays for availability. The time profile based access is defined by the access rules. Limitation of user
availability beyond the time profile is set together with the user phone number.

Optionally, up to 20 general time profiles can be created, which, in addition to access control, can be used for
special local configuration cases. These time profiles are uploaded to all synchronized devices.

Time Profiles on Electronic Locks
Electronic locks support time profiles with the following limitations:

* Holidays do not apply.
* You can set up to 4 different time intervals per day.
* 4 daily interval schedules can be defined within one time profile.

LY TIP

'Q' This means that you can have different settings for Monday, Tuesday, Wednesday and
Thursday, for example, but you must use one of the existing settings for Friday, Saturday,
and Sunday.

CAUTION

If the time profile violates the specified restrictions, the access rule will be ignored and the
user will not be granted access.

Time Profile Creation

1. Go to Time Profiles.
2. Click the + Time Profile | button in the right-hand upper corner.
3. Set the time profile name in the open dialog box.
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4. Select Add Time Periods| for time restrictions. The days highlighted in blue identify the days assigned
to the time profile. Click to select a day. Set the time interval within the days to define the time profile
validity.

NOTE
You can set a time interval within days to define the time profile validity.

CAUTION
Different times for each day cannot be set until the time profile has been created.

5. The new time profile is added to the list and its detail opens up for you to set other parameters. You can
set the profile position on the devices in the time profile detail.

NOTE

Global profiles may affect access across all the companies. They can only be edited by the
Administrator.

The Access Administrator may only correct the time profiles of his company.

Time Profile Settings
The time profile detail displays a day and time schedule. Blue intervals show when the given time profile is
active. You can set any count of time intervals per day.

Click the hour slot and set the time profile active time to add an interval. Click the interval to change the
interval time value. To make a profile active whole day, add an interval covering one whole day, i.e. 00:00—
23:59.

Click : to open an extended menu to set the position on a device. The position on a device defines the
position in the time profile list, which is uploaded to all the devices that are assigned time profiles.

Limitation of user availability beyond the time profile is set together with the phone number in the user
settings.
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Attendance

Access Commander helps you monitor user attendance. The user entry/exit times are recorded in the
Attendance mode.

Set Attendance and its modes in Settings > Configuration > Attendance, refer to Attendance Settings (p.
66).

CAUTION

Make sure that the user attendance monitoring license is active in Access Commander to
monitor attendance properly. Remember to activate attendance monitoring for each user in
the user settings.

¥

The Attendance page provides a list of users whose attendance is to be monitored. There is an icon <= in
the right-hand upper corner, which helps you download a CSV file including summary attendance data for all
users. Specify the time interval for attendance data generation before download.

Specific User Attendance

Select a user from the user list on the Attendance page to display attendance details for this particular user.
The list only shows the users for which attendance monitoring is allowed, refer to Users (p. 41).

Choose a month in the upper part of the list for which attendance should be displayed. In addition, the set
working time for the given month, balance and worked hours are displayed.

There is an advanced menu * next to the user name, which allows the given user’s attendance data to be
exported into a CSV/PDF file. Both the files include daily records.

L TIP
'Q' User attendance can also be viewed in the user detail, which is selected in the user list on
the Users page.

User Attendance Change

The attendance manager can edit the user attendance data. To do this, click the time interval to be changed.
You can also edit the border times and add a note to an interval.

Attendance Settings

Access Commander helps you monitor user attendance. The user entry/exit times are recorded in the
Attendance mode.
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* IN-OUT for All Devices
This mode allows Presence to be monitored. Arrivals are recorded on the entry devices, departures are
recorded on the exit devices. Movement across zones is not registered as arrival/departure.

* IN-OUT for Selected Devices
This mode allows Presence to be monitored. Arrivals and departures are recorded on selected devices
that are set as entry or exit. Arrivals and departures are only registered on these selected devices. Thus,
arrival/departure recording can only be set for the main entrance of the building, for example.

Setting Device Access Points

The devices (2N intercoms or 2N Access Units) can have up to two access points. Each access point allows
for passage in one direction. Access points differentiate passage direction through the device. Each access
point can be assigned one or more readers that are connected to the device and work in the direction of the
point. Access points are used for recording a zone entry/exit. They have to be used if the device is located
on a zone border.

In addition, access points help monitor the users in the Presence (p. 72) module. Also, access points are
used for monitoring entries/exits in Area restrictions (p. 74).
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NOTE
The access point settings in Access Commander are propagated into Services > Access
control in the device web interface:

* Access point 1 = Entry Rules
* Access point 2 = Exit Rules

Setting Access Rules

1. Enter the web configuration of the selected device.

P TIP

= Click Q in the list on the Devices page to enter the web configuration interface.

Go to Hardware > Extending Modules.

Find the module that provides the access to be used as access point 1 (Entry) or access point 2 (Exit).
Set the required direction in the Door parameter and save the setting.

Go to Zones in Access Commander.

o aprwbd

Press * in the right-hand upper corner and enable the use of access points.
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In Access Commander, it is possible to create profiles for the visitors who are authorized to enter the facility
for a limited period of time. A visitor can be assigned an access card and an access code and the visitor’s
vehicle license plate can be registered. Attendance is not calculated for a visitor. The visitor count is not
limited by any license.

Visitor Data Retention Settings

The administrator can set the retention period for visitor data. The visitor data retention period is set in days

by clicking the icon Q next to the visitor creating button.

When the visitor access time interval and the preset data retention period have expired, the visitors are
automatically deleted at midnight every day. The visitors that are still assigned visitor cards are not deleted.

NOTE

The setting can be used for meeting the local data protection regulations. The visitor's name
and note will be retained in the Access Log according to the lifetime setting in the log
administration.

Visitor Creation

1. Go to the Visitors page.
Click the visitor adding button in the right-hand upper corner.

3. Complete the visitor's name, select the group to be visited and set the visit start/end in the open
dialog box. If you do not complete the visit start and end times, the visitor access time interval starts
immediately and ends at the end of the day.

CAUTION
The visitor access time interval may not be longer than 90 days.

4. Before creating a visitor, you can set the authentication methods for visitor access.

The new visitor appears on the list. You can add authentication methods and manage visitor accesses in
the visitor detail.

End of Visit

The visitor’s access validity expires when the time interval elapses.

If the administrator terminates a visit by pressing the End now | button in the visitor settings on the Accesses
card, the visitor's access will be blocked immediately. The End button is available when a visitor’s access
has been terminated automatically due to possible different time zones on the devices. It is because the
visitor may have an invalid access on one device but a valid access on another one. This happens when
different time zones are set for different devices.

If a visitor was assigned a visitor card, the card will be released for another visitor.
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Visitor Settings

View and edit the visitor information in the visitor detail. Click the selected visitor list item to open the visitor
detail.

Access
The Access card shows the access group and time interval during which the visitor has a valid access. The

visitor access time interval can be reset by selecting Renew visit in the extended menu ¢ .

A visit can be ended on this card, refer to End of Visit (p. 69).

Visitor
The card shows the person and the company to be visited. The person to be visited can be changed.

A note can be added to a visitor on this card.

Personal Information

The card shows the visitor's contact data and allows the data to be edited. The set e-mail allows authentica-
tion codes to be sent.

Credentials

A visitor can be assigned an access card and a PIN/QR access code and the visitor’s vehicle license plate
can be registered. Just one license plate can be added to one visitor. A visitor can be assigned a visitor
access card, refer to Cards (p. 70).

It is possible to send the generated access PIN/QR code to an e-mail address if available.

The assigned visitor card can be returned here.

Access Log
The Access Log shows access history.

Cards

The Cards subpage helps you manage the visitor access cards that are available for assignment. Click the
adding button in the right-hand upper corner to assign a card.

Remember to assign the cards to a company. A card can be only be used for the visitors accessing this
company.

An existing card can be overwritten or deleted in the advanced menu : .

CAUTION
A card assigned to an active visitor cannot be deleted.

NOTE

If Access Commander reports that the brand new card just added is already in use in
the system, the reason may be that the RFID card compatibility mode is enabled. This
mode is activated by the Administrator in Settings > Authentication > Compatibility Mode
Settings. The compatibility mode can be activated for each device separately in the web
configuration interface of the device in Services > Access Control > Advanced > Other
settings.
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Secure Card Management with USB Reader
The USB reader can be used for diagnosing and managing a secure card in the search box in the header.

LI TIP
'Q' Make sure to enable the USB reader in Access Commander before use. Refer to Enabled
USB readers (p. 94) for more details.

1. Connect the USB reader to your PC.

2. Click the C8 icon in the search box in the header.
3. Tap on the reader.

Available Operations

* Retrieving data from card

» User search by card

* Viewing events stored on card

* Access data update

* Application deletion or formatting
» Service card validity extension
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Presence

The Presence module allows you to monitor user activity in real time. It works independently of the Attend-
ance module, which is separately licensed. Presence can be monitored even without an active Attendance
license.

The two features are displayed together on the Attendance and Presence tab in the Access Commander
interface, but each has its own purpose and works independently.

Remember to set the Attendance IN-OUT mode in Settings > Configuration > Attendance, refer to
Attendance Settings (p. 66), to make the module work.

* If Arrival (IN event) is the last event of the day, the user is considered present.

» If a user passes a reader with an unspecified direction, the current user zone will be changed. The same
thing happens if a user passes through a reader in the IN mode.

* If Departure (OUT event) is the user's last event of the day, the user is considered absent.

CAUTION
The Presence module does not work correctly if the FREE attendance mode is selected.
The only mode to be selected is IN-OUT.

User Presence Expiration

Click the icon Q in the right-hand upper part to set the User presence expiration. The User presence
expiration sets automatic deletion of the user’s presence record if the user fails to record the departure.
This timeout is expressed in hours and defines the timeout after which the presence record is deleted
automatically after the last passage of a present user. This timeout helps define how long a presence record
can be kept in the system if the user is not considered absent. This ensures that the list of present users
remains up-to-date and free of records on those who have left the building without checking out.

72



Reports

Summary data on added users can be downloaded from the Reports page. The downloads are in the CSV
format (Comma-Separated Values). The file always includes the report generating date and time.

NOTE

Some spreadsheet programs use different separators and the CSV file may not be dis-
played correctly in them. In such cases, it is recommended that the CSV file data be
imported into an open workbook.

* My2N app — Paired and unpaired users with pairing time remaining
The report includes status data on user pairing via My2N app, or the pairing code validity data if necessa-
ry.

» Users — Access rules with groups, zones, devices and time profiles
The report includes data on user assignments to groups, user accesses to zones and zone devices and
time profiles for user accesses. Each and every combination is written on just one row of the table.

* Users — Detailed export
The report includes all the user information that is completed in the user profiles, including the user
personal and access data.

CAUTION
The file contains sensitive data!

» Users — Global synchronization export
The report includes data on user assignments to groups, user accesses to zones and zone devices and
time profiles for user accesses. Each and every combination is written on just one row of the table.
This report can be used as a CSV file for user synchronization, refer to User Synchronization (p. 81).

CAUTION
The file contains sensitive data!
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Area restrictions

Area Restrictions helps define the areas where the Occupancy and Anti-passback functions can be used.

NOTE

The Area Restrictions module and the Presence module (including Attendance) are inde-
pendent of each other. The Occupancy and Anti-passback functions cannot be used for the
Attendance and Presence modules. Occupancy and Anti-passback only work in the Area
Restrictions model.

Area Restriction Settings
A new device is added to the area using the button in the area detail header.

Entry and Exit

These cards define which devices are entry and exit devices in the selected area. Use the extended menu

under * to move devices between the cards or remove them from the area.

By authenticating the user at the entry device, entry into the area is recorded. By authenticating the user at
the exit device, the user leaves the area. With this, it is possible to monitor whether the user is still in the
area and whether he wants to re-enter it.

If the added device has two access points set, each point can be used for a different direction (Entry/Exit).
Access point settings are described in the chapter Setting Device Access Points (p. 67). Access point
properties are expanded by clicking the arrow.

Occupancy
It is necessary to set the arrival and departure devices for a proper function.

The Occupancy card helps monitor and limit the count of persons in an area. When the Occupancy limit
is reached, further access can be denied or any limit exceeding can only be recorded in the system log. A
separate Presence module is used for monitoring the presence of individual persons.

CAUTION

Every authorization in repeated authorizations of one user is counted as one access.
This means that if one user is read three times consecutively by the entry device, three
persons will be recorded in the area. Hence, if the physical installation of a device allows
for repeated reading of a single user card, it is recommended that the Occupancy module is
combined with the Anti-passback function.

Anti-Passback

It is necessary to set the arrival and departure devices for a proper function.

It is possible to activate Anti-passback for areas, which extends the access control to include monitoring and
misuse of the right to re-enter the restricted areas. The areas to be monitored are defined by border devices,
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which enable entry to or exit from the areas. The passing persons are checked for authorized access on
these devices according to the area access rules defined. Having left an area through a border device, the
user may not return to the area until the timeout expires if defined. If the user tries to return to the area
earlier, the system will deny access or only record the event into the log.

WARNING

» The Anti-passback area ceases to make sense and can be potentially dangerous if
there is a device in the area equipped with an active REX button, which allows for an
unauthorized access.

Exception Settings

Sometimes it is desirable that the Anti-passback conditions should not apply to selected users. Typically,
these users include the building managers, CEOs, VIP users, etc. Set the users/groups exempted from the
Anti-passback conditions in Settings > Anti-Passback > Exceptions.

NOTE
The Settings section is only available to the user with the administrator role.

List of Blocked Users

Blocked users are those users who tried to access an Anti-passback area before the end of the timeout. Use

X to exclude a user from the blocked user list to re-grant the user access to the area.

L TIP

'Q' When denied access due to active Anti-passback, the user can be sent an automatic
information e-mail. Enable this e-mail sending in Setting > Anti-Passback > E-Mail Notifi-
cation to Blocked User.

Restriction Reset
Set the days and times in Settings > Anti-Passback > Area Restriction Reset on which the area records
shall be deleted, i.e. all users will be able to pass regardless of their previous breach of the rules.

These measures increase the level of protection and prevent potential security threats. Specifically, they help
prevent unauthorised access to selected locations, allow tracking of people's movements within a given area,
and record entries and exits, which can be useful for monitoring and analysing security events.

The list shows the areas created in the system. You can create and delete areas and open their details on
this folder. Also, you can deactivate an area and display its state.

Area Restriction Creation

1. Go to the Area Restrictions page.

75



Area restrictions

2. Click the area adding button in the right-hand upper corner.

Name the area in the open dialog box.

4. Add a device to the area in the open area detail. Use the button in the area detail header to add a
device.
The new area appears on the list. You can define the entry/exit devices, set the allowed occupancy,
enable Anti-passback and block area access for selected users in the area detail.

g

The most common setup errors

CAUTION
Should an error occur in an Anti-passback area, the whole area will be deactivated and
reactivated once the error is removed.

The following cases may prevent the correct operation of area restrictions

* No device is added to the APB area. Assign one device at least.

* An entry/exit device has not been configured correctly or does not include a reader.

* An APB area entry device has been used for entry to another area. Modify the assignments to make the
function work correctly.

* A device has not the proper license.

» A device has been deactivated.

» A device has been disconnected.

* A device has an incompatible firmware version.
A device is equipped with the REX button that allows the user to leave the APB area without authorization.
Deactivate the REX button to make the function work correctly.

Example of Restriction Setting

EXIT ENTRY
=
I D1 Access Access
iNTRY = point 1 point 2
CCess
point 1 =
Zone 1
Anti-passback
area EXIT ENTRY
Access Access
point 2 peoint 1
Zone 2

The figure shows one Anti-passback area with three border devices D1, D2 and D3. The only devices that
can set the Anti-passback function are border devices. Device D4 inside the Anti-passback area is not used
for area entry/exit control. Both the entry and exit directions are set for devices D2 and D3.

Device D1 is only used for entry to the Anti-passback area. The device is set as an entry device.
Device D2 is used both for entry and exit. The device has an extending module for entry and the set main

unit for exit.
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Device D3 is used both for entry and exit. The device has the set main unit for entry and an extending
module for exit.
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System Setup

« Date and Time (p. 83)

* Network Configuration (p. 102)

* E-Mail (SMTP) Enable and Setting (p. 89)
« System Update (p. 79)

» User Synchronization (p. 81)

* Enabled USB readers (p. 94)

* PICard Keys (p. 94)

« Encryption keys for My2N app (p. 93)

« CAM Logs (p. 94)

e Linux Settings (p. 78)

Linux Settings

The basic system settings can be made via a Linux configuration console.

NOTE
If Access Commander is distributed via a virtual machine, it is possible to connect to the
Linux version remotely through SSH connection.

The configuration console is opened by login to Access Commander using the root account. The introduc-
tory page shows basic information on the administrator access to the web interface and redirects to the
Advanced Menu.

ZN{R) Access Commander GHWU/Linux Configuration Console

ZNiR) Access Commander appliance serwvices

¥ou can access the application at hitps://10.0.14.23
Default login credentials for web access are:

User name: admin

Password: 2n

For further assistance please consult
https://wiki.2n.cz/x/DZelAg

The following can be set in the Advanced Menu:

* Networking

Set the Proxy server, network properties and DHCP server synchronization options.
* Time

Set time manually, set the NTP server and time zone.
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*+ SSH
Set remote access to Access Commander via SSH. Make sure that the SSH enable password is different
from the default one and meets the SSH requirements.

- SMB
Enable the shared folder connection wizard. Set the IP address/domain name and path to the folder. E.g.:
192.168.1.1/share. Set the user name for folder access and right to write. Complete the user password
and choose the Samba protocol version. Once all the mandatory parameters are set, the server connec-
tion is verified and the successful/wrong information is displayed.

* Password
Change the system root user password for console login or access via SSH.

NOTE
The root user password is changed in the configuration console, not Access Commander.

* Backup and Restore
You can import data and configuration, set repeated backup and restore from earlier backup.

System Update

Access Commander checks the update server and informs of available updates and new firmware versions
for the connected devices on a regular basis. You can disable automatic update check in Settings > System
Update card.

Access Commander Update Installation

WARNING
it is recommended that a system backup (p. 80) is made before updating. Perform the
backup outside the working hours to avoid temporary system unavailability to the users.

1. Go to Settings > System Update card.
If Automatic update check is disabled, click Check for Updates |.

3. Click Download| in the update availability message and confirm the download.
The card informs that update is ready for installation.

4. Click Install|in the information message and confirm the installation in the open dialog box.
Once the installation starts, you will be redirected to the Maintenance page. The Maintenance page
informs the administrator who launched installation of the ongoing installation states. The other users
get information that update is in progress. it is impossible to log in to Access Commander during
installation.

5. When the installation is completed, click Go to login | to get to the login page.

Downgrade
No return to the previous firmware version is possible.

Beta Testing

The user can choose to join beta testing of the Access Commander software updates before the updates
are issued officially. Enable this in Settings > System Update card > Update Server parameter.
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WARNING

The test functions are not warranted and 2N TELEKOMUNIKACE a.s. shall not be held
liable for any functionality limitations and potential damage incurred as a result of function-
ality limitations of the beta version. The beta versions are provided for testing purposes
exclusively. The beta version is not meant for work with important data.

Once enabled, the beta versions will be displayed in available updates on the System Update card.

WARNING

After Access Commander is updated to the latest beta version, downgrade to the earlier
version cannot be made.

System Backup

You can perform, set and check the Access Commander data backup and recovery in Settings > System
Backup card. Data can be stored at the local storage or Server message Block (SMB). SMB is suitable for
long-time backup retention.

Data backups can be performed one time or automatically in preset periodical intervals.

Every backup can be restored, downloaded or removed in a menu opened by clicking < at the backup list
item.

One-Time Data Backup

1. Go to Settings > System Backup card.
Click Back Up Now | in the bottom part of the card.

3. Select whether or not to use data encryption. If so, complete the password to be entered for backup
restoration.

Automatic Data Backup Settings

1. Go to Settings > System Backup card.

2. Click /7 at the Periodic Backup parameter.
3. Set the required backup parameters:

* Frequency — periodic backup interval
» Time — backup time
» Day - day in a week/month for backup
4. Select whether or not to use data encryption. If so, complete the password to be entered for backup
restoration.
5. Save the settings to make backups be performed automatically as set.

SMB Data Backup Settings

1. Go to Settings > System Backup card.

2. Click / at the Storage parameter.
3. Choose the storage type: SMB.
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4. Complete the server address, login data and protocol version.
5. Save the settings to make the backups be sent to the preset Server Message Block.

Backup Data Restore

1. Go to Settings > System Backup card.

2. Open the extended menu ¢ at the selected backup and select 9 Restore.
Restore from Backup File

1. Go to Settings > System Backup card.
2. Click Restore from file | in the bottom part of the card.
3. Select the backup file from your storage and click Restore|.

Data Transfer from Other Access Commander

Go to Settings > System Backup card.

Click Migrate | in the bottom part of the card.

Enter the Access Commander |IP address from which the data will be transferred.

Complete the administrator account login data of the Access Commander from which the data will be
transferred.

PON=

CAUTION

Make sure that the SSH service is enabled on the Access Commander from which the
data will be transferred in order to import the data successfully.

User Synchronization

The user list including the basic user settings and company/group assignments can be synchronized using
an externally kept CSV file.

Synchronize in Settings > User Synchronization. Download a CSV template from the card (in advanced

menu : )-
A TIP
'Q' Download the current user list matching the CSV template structure at Reports (p. 73).

The prepared CSV file can be imported directly on the card. The file data will start synchronizing automatical-
ly with Access Commander.

Refer to the system log for detailed information on each synchronization result. The log informs whether
or not the synchronization was successful. Click the icon at the end of the row to download a detailed
information file.

Automatic User Synchronization with FTP

User Synchronization in Settings helps you interconnect Access Commander with the FTP storage where
the user list CSV file is stored. The card then shows information on this FTP storage.
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Go to Settings > User sync.

Click /7 in the Storage parameter.

Set the FTP server address on which the CSV file is stored in the open dialog box.

By enabling TLS you activate Transport Layer Security (TLS) for your FTP connection. TLS will encrypt
the data transferred between Access Commander and the server.

By enabling TLS Certificate Authentication you activate authentication of the TLS certificates provided
by the server. When this option is enabled, Access Commander verifies that it is communicating with a
trusted server, thus increasing the connection security.

CAUTION
Proxy for FTP with TLS authentication is not supported.

Enter the FTP server login data.

CSYV file

NOTE

Some spreadsheet programs use different separators and the CSV file may not be dis-
played correctly in them. In such cases, it is recommended that the CSV file data be
imported into an open workbook.

Always keep the CSV file structure. All the values are separated with a comma, the group list is separated
with a semicolon. The CSV file structure is as follows:

EmployeelD — primary key to be fulfilled every time. It is a unique user identifier.

User Name — name of the user created in Access Commander.

Company — name of the company to which the user is assigned. Make sure that the company has been
created in Access Commander. The small and capital letters used in the company/group names are not
interchangeable.

User Mail — user e-mail address.

Card Numbers — user card ID. Up to two cards can be set per user. The card IDs must be separated with a
semicolon (;).

Switch Code — switch code; the code is always set for switch 1.

Phone Number 1 — phone number for position 1.

Group Call — group call to the above completed phone. The values are True/False. If True is selected, the
group call is enabled. If False is selected, the group call is disabled.

Phone Number 2 — phone number for position 2.

Group Call — group call to the above completed phone. The values are True/False. If True is selected, the
group call is enabled. If False is selected, the group call is disabled.

Phone Number 3 — phone number for position 3.

Virtual Number — user virtual number.

Groups - list of the groups to which the user is to be assigned. Make sure all the groups have been
created in Access Commander. The group list is separated with a semicolon. The small and capital
letters used in the company/group names are not interchangeable.

Is Deleted — user should/should not be deleted. If FALSE is selected, the user is created and its data
will only be updated at the next synchronization. If TRUE is selected, the user is deleted at the next
synchronization. If FALSE is selected, the user is recreated.

License Plates — license plates. Multiple license plates can be set, separated with a semicolon.
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Date and Time
Change the date/time retrieval method in Settings > Configuration > Server date and Time.

Date and time can be synchronized with the Internet or set manually in Access Commander. In case
Access Commander is disconnected from the Internet, set the date, time and time zone manually. If
connected, switch to NTP and get time from the NTP server. In that case, set the time zone only. The NTP
server updates date and time automatically.

CAUTION
Once the time change is saved, Access Commander restarts automatically.

Time Synchronization with Devices

It is possible to synchronize the device time values with the Access Commander time. Enable the Device
time synchronisation parameter in Settings > Configuration > Server date and time card to share time
with the devices.

When time synchronization with devices is on, choose one of the following synchronization methods:

* Devices Use Same NTP Server — the device time obeys the NTP server set in Access Commander.

s TIP
'Q' The NTP server time provides then highest time accuracy to the device.
* Devices Use Access Commander as NTP Server — the device time synchronizes with

the Access Commander time.

Automation

The Automation feature is available in 2N Access Commander from firmware version 3.2 under the
Advanced, Pro, and Unlimited licenses. Built on the Node-RED platform, this addition directly offers
extensive flow-based programming capabilities to Access Commander. It allows users to connect
Access Commander with various third-party systems and automate custom workflows based on events
within the platform.
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CAUTION
To fully utilize this versatile automation tool, it is necessary to bear in mind the following:

+ Customer Responsibility for Security: Users are responsible for ensuring that their
Automation configurations and workflows are secure and in line with cybersecurity best
practices. This includes securing the Node-RED environment, managing permissions
appropriately, and safeguarding sensitive data within their automations.

* Use of the REST API node: If not used properly, this node may lead to data loss or unin-
tended modifications. It is the user's responsibility to ensure that the node is configured
and implemented correctly. Please exercise caution and double-check your settings to
avoid potential risks to your data.

* Third-Party Nodes and Add-ons: 2N Telekomunikace is not responsible for the use or
integration of any third-party nodes, add-ons, or custom modifications to Node-RED within
the Automation feature. Customers should carefully evaluate and ensure the security and
stability of any additional components they choose to install. Any issues arising from third-
party extensions will need to be resolved by the customer or the respective third-party
provider.

* Technical Support Limitations: While our support team will assist with issues related to
the basic functionality of the Automation feature within 2N Access Commander, including
our custom Access Commander nodes, they will not be able to provide assistance with
the design, development, or debugging of custom Node-RED flows. The users who wish
to create complex automations may need to seek additional support from qualified Node-
RED experts or consult available resources.

To get started with Node-RED, it is advisable to explore available online resources, such as detailed manuals
and numerous YouTube tutorials on Node-RED, which provide guidance on creating and managing the
flows.

For more information about custom Access Commander nodes and using the Automation feature within
Access Commander, please refer to this manual.

This feature enhances the capabilities of Access Commander. Exploring its potential while ensuring the
security of configurations is recommended.

Creating Automations

Automated tasks are created in an external editor. Access the editor from Settings > Configuration >
Automation. Changes made in the editor will not take effect until deployed to the server, which is done by
clicking the Deploy | button in the right-hand upper corner of the editor.

The creation of automated tasks is based on the compilation of flows. The flows are formed from nodes tied
to each other. The node menu is displayed in the left panel. You can search for nodes by name in the left
panel. You can also add a new node after creating a new connection from an existing node.

The data transferred between the nodes is referred to as messages. Refer to here for the message details.
This page also describes the basic nodes that handle the message formats or sequences such as the
Change, Split, Join... nodes. Automations can work not only with the data obtained in this unique task (msg.),
but also with dynamic values in the context of the entire flow history (flow.) or even all the flows in the
installation (global.).

CAUTION
The Deploy| button sends the set flows to the server. The new flows will not become
effective until sent to the server!
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Safe mode

The Safe Mode is a key automation troubleshooting tool. Running the editor in the safe mode allows you to
make flow changes without the flows running on the background. This means that you can go to the editor,
edit what you need and then deploy the changes using the Deploy | button. This mode is especially useful if
any of the flows causes Node-RED to malfunction or fail, due to an error in the flow or a third-party node, for
example, or if the flow needs to be stopped immediately.

Access Commander Nodes

REST API

The REST API node sends a defined HTTP API request. The input data contained in Body is used as the
request body for this request. The node output includes data from the response to the request. You can
specify the selection and arrangement of output data in the Query parameter.

Node Parameters

» Method - offers a choice of API request methods.

» Endpoint — specifies the entire endpoint to which the request will be directed. The endpoint path can be
completed with the Body parameter.

Working with HTTP requests is described in HTTP API (p. 104).

* Query — specifies which data parameters should be addressed in the endpoint and how they should
be returned in the output. This parameter can be specified by the input value, in Query. Refer
to Data Query Customization (in English only) for the Query building details.

* Only send non-2xx responses to Catch node — affects the kind of the HTTP responses to be captured
in the Catch node.

* Name - allows you to rename a node for better orientation when working with the flow.

Access Log
The node loads records in the Access Log and allows you to process those records further.

The Administrator can set up automated tasks that start when Access Commader records a defined log
entry. The action is defined in the node settings. The output includes specific data on the recorded event.
The SignalR-based functionality runs on the background of this function.

Node Parameters

* Filter — specifies the records to be processed by the node. Records not matching this filter will be ignored
by the flow. The filter format is a JSON object. This parameter can be overwritten by an input value.
* Name - allows you to rename a node for better orientation when working with the flow.

System Log

The node loads records in the System Log and allows you to process those records further.

The Administrator can set up automated tasks that start when Access Commader records a defined log
entry. The action is defined in the node settings. The output includes specific data on the recorded event.
The SignalR-based functionality runs on the background of this function.

Node Parameters

* Filter — specifies the records to be processed by the node. Records not matching this filter will be ignored
by the flow. The filter format is a JSON object. This parameter can be overwritten by an input value.
* Name - allows you to rename a node for better orientation when working with the flow.

SignalR

The SignalR node reads data in the sampled topic. Obtaining data in real time, the node is suitable for
scenarios where the automated task is to extract information from Access Commander without constant

querying.
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Node Parameters

» Topic — offers available topics for subscription.

* Filter — specifies the records to be processed by the node. Records not matching this filter will be ignored
by the flow. The filter format is a JSON object. This parameter can be overwritten by an input value.

* Name - allows you to rename a node for better orientation when working with the flow.

Refer to Subs. SignalR (p. 104) for more SignalR functionality details.

Dynamic SignalR

Compared to SignalR, the Dynamic SignalR node allows for dynamic changes in data sampling. This may
include changing the topic or sampling method based on the input values. The node output values include
data obtained from the topics (Data) and information about the successful/unsuccessful execution of the
node action.

Node Parameters

» Topic — defines the topic for which the data acquisition is to be changed.

* Filter — specifies the records to be processed by the node. Records not matching this filter will be ignored
by the flow. The filter format is a JSON object. This parameter can be overwritten by an input value.

* Records — define the number of records to be loaded when you use the fetch read type.

* Fetch When Ready — set whether the values should be retrieved backwards when the fetch command is
activated.

* Name - allows you to rename a node for better orientation when working with the flow.

Valid Input Values

The node accepts the following properties as input values. The valid input values temporarily override the
parameters set in the node configuration.

+ topic — a string that specifies the topic to be subscribed.

« filter— chain in the JSON format, which specifies the retrieved records.

- fetchWhenReady — bootlean specifying the Fetch When Ready node parameter.

» action — a string that specifies the action to be performed. It can be subscribe to subscribe, unsubscribe...

» update — may contain a timestamp (string) and a timeWindow (object) indicating when the action to be
changed took place.

Refer to Subs. SignalR (p. 104) for more SignalR functionality details.

Write system log

The Write system log node creates a record in the Access Commander system log. The log entry contains
the specified severity, event description and other details. If an error occurs during the process, it is recorded
and the node status is updated accordingly. The node has no output values.

Node Parameters

» Severity — determines the severity of the record. This parameter can be specified by the query input value.

* Filter — specifies the records to be processed by the node. Records not matching this filter will be ignored
by the flow. The filter format is a JSON object. This parameter can be overwritten by an input value.

» Detail — provides a more detailed description of the record that appears in the System log. This parameter
can be overwritten by an input value.

* Name - allows you to rename a node for better orientation when working with the flow.

Valid Input Values

The node accepts the following properties as input values. The valid input values temporarily override the
parameters set in the node configuration.

+ severity — the string that determines the severity of the record.
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» event — a string that briefly describes the recorded action.
 detail — a chain that fills the detailed description of the record that appears in the System log.

Examples of Flows

Access Commander offers several basic automated tasks that represent the possibilities of using automa-
tions. The flows of these tasks can be installed when you first run Automation in Access Commander, but
you can import them later, see Flow Export/Import (p. 89). These pre-installed flows can simply be modified
for your own purposes.

Get all users

@
This example will get you all users in Access Commander.

e — e .
D inject ——) REST API - get users endpoint | ——— .
_ = 1 4 ’

This flow generates a list of all users, including user information. The task is initiated by the Inject node
activation. You can apply a filter in the REST API — get users endpoint node to specify the users to be
returned by the process. In this way, you can make the process output meet the administrator’s needs.

Get users from one company

@
This example wili give you all the users of a company.

Y p—— Y .
et " restan-getusers encpomuiner - ——— YRR EEE] @
) L 1 4 d

This flow generates a list of all users within one company, including user information. The task is initiated by
the Inject node activation. Set the company selection in the REST API — get users endpoint with filter by
entering the company ID.

Get system log

@
This example gets everything that appears in the system log.

-

. ) e .
System log J Result info [ ]
L 1 y _J o

This flow loads all the new entries in the System log. You can specify a filter in the System log to make the
event selection more precise.

Show access granted

L}
This example monitors access log events, specifically filtering for ‘access granted' events.

—— ) e .
Access log (user access granted) | ———— Result info [ }——( ]
< 1 y v d

This flow loads all the new records in the Access log. The flow is set to load granted access only. You can
change this restriction in the Access log node.
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Write to system log

@
This example writes a modified log fo the system log.

2 e
inject Write system log

This flow creates a record in the System log. You can set the record Severity, Name and detailed Description
in the Write System log node.

Create user with data

@
This example creates a user.

L] (] (] B
inject REST API - create user endpoint Result info Create user debug

Use this flow to create a new user. The task is initiated by the Inject node activation. The Inject node
contains a message body that specifies the username Joe Doe and its inclusion in the company with ID 1.
This body is applied in the REST API - create user endpoint node and the user is created on this basis.
The Result info node sets the message text to appear in the Debug messages.

Groups of users that get into building

@
This example is a combination access log and REST APl node fo optain group of granted user.

] @ (]
Access log (user access granted) Get Id of user REST API - groups of that users

(] (] 8
Extract Groups Resuit info User with groups |

This flow loads the user groups that have been granted access. Permitted accesses are loaded from the
Access log. Subsequently, the flow obtains the ID of the user with the granted access and uses the REST
APl node - groups of those users node to retrieve data about this user. The Extract Groups node
retrieves the group names for this user and the Result info node compiles the text of the final message.

Create company and add a user and virtual number with the same index

e
This example is a combinalionREST API nodes fo create company and user.
e
WARNING — example creales real records

] e L]
Glick to create Build request Create company

L] L] L] 8
Build request Create user Parse data from request Created user ‘

This flow creates a new company, the first user in the company and its virtual number. The task is initiated by
the Inject node activation. When initiating, a random integer is generated to be used in the company name
and the user name and serve as the user virtual number. The Create company node creates a company
with the defined name. From the response of this node, a company ID is obtained, on the basis of which
the following Create user node creates a new user in this company and simultaneously assigns the user a
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virtual number. The Parse data from request node then retrieves the company name, the user name and
the user virtual number.

Flow Export/Import

Flows can be exported to .json files and later re-imported into the Automation interface. Export and
import is performed in the extended menu in the right-hand upper corner. Flows moved from one
Access Commander installation to another may require editing.

There are preloaded example flows for Access Commander in the import options. They are located on the
Examples tab, in the Access-Commander-nodes folder.

CAUTION
The advanced settings that are not supported by the new license are not saved.

Therefore, remember to export the set flows after the your Trial license is terminated.

Error States

When working with automations, errors may occasionally occur that affect their stability and functionality.
When an error occurs, the Automation tab in Access Commander notifies you of this condition and offers
you to restart the Node-RED platform in the safe mode. The safe mode temporarily halts the flows and
allows for a safe repair of the flows that induce the error state. Click the Deploy | button to restart the flows.

There are two basic error states:

* Node-RED is not responding
This situation occurs when Node-RED stops responding. No automations are in progress. This problem
can be caused by various factors, such as system overload, errors in flow settings or conflicts between the
imported third-party modules.

* Node-RED is unstable
The Node-RED instability manifests itself by a repeated restarting of the platform, which can disrupt
automation operations and cause data loss. As a rule, repeated restarts usually occur if one of the flows is
misconfigured and triggers restart. During the restart, the course of all the flows is suspended.

Installation Name

The name of the particular Access Commander installation is displayed in the web interface header to all
the logged in users. You can change the default Access Commander name, e.g. to the address of the
building that the particular installation manages.

Change the name in Settings > Configuration > Installation Name. By changing the name, you can
distinguish multiple installations if managed by one person. The installation name is also written into the
e-mails sent to the companies.

E-Mail (SMTP) Enable and Setting

The E-mail function helps you send notifications or access passwords to users. E-mails are sent using the
SMTP.

1. Set the function in Settings > Configuration > E-Mail card.

89



4,

5.

System Setup

When the E-mail function is switched on, a dialog box will open for you to set the following parameters:

* SMTP Server Address, to which e-mails shall be sent.

» Server Port, preset to 25.

* Username and Password to the SMTP server account in case the SMTP server requires authoriza-
tion.

* Default Sender Address, from which e-mails shall be sent.

Switch on if necessary:

» SSL for e-mail encryption;

» SSL Server Certificate verification;

* Legacy Mode in the case of connection to older SMTP servers that do not support new functions
(GSSAPI).

After saving, you can set Base address for e-mail links, which will be part of the sent e-mails and refer

to a selected part of the Access Commander interface, on the E-Mail card.

Send a test e-mail to check the settings.

Two-Factor Authentication

Two-factor authentication provides a higher level of security for the Access Commander user account.
To log in, the user enters the login data and has to confirm the login using an authentication application.
Once the administrator turns on two-factor authentication, the user will be prompted to interconnect the user
account with an authentication application of their own in the next login.

Two-Factor Authentication Enable

If the administrator sets optional two-factor authentication, you enable two-factor authentication yourself as

follows:
1. The administrator sets two-factor authentication in Settings > Configuration > Two-factor authentica-
tion.
2. The administrator can choose which users will be requested to use two-factor authentication.
Two-factor authentication request options
* Optional
Two-factor authentication is voluntary. Users can enable two-factor authentication in their profiles,
see 777.
* Mandatory for user with a role
Every user that has been assigned a role has to verify the login using an authentication application.
* Mandatory
All users must verify their logins using an authentication application.
3. Click the user image in the right-hand upper corner to open the user menu.
4. Select View profile|.
5. Use the Authentication Applications tab to link your account to the selected authentication application.

Follow the instructions in Access Commander.

Attendance Settings

Access Commander helps you monitor user attendance. The user entry/exit times are recorded in the
Attendance mode.
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Arrivals/departures are recorded by the first and last authentications of the user on any device in one day

The Presence module is disabled in this mode.
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It is necessary to set the arrival and departure devices for a proper function.
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* IN-OUT for All Devices
This mode allows Presence to be monitored. Arrivals are recorded on the entry devices, departures are
recorded on the exit devices. Movement across zones is not registered as arrival/departure.

* IN-OUT for Selected Devices
This mode allows Presence to be monitored. Arrivals and departures are recorded on selected devices
that are set as entry or exit. Arrivals and departures are only registered on these selected devices. Thus,
arrival/departure recording can only be set for the main entrance of the building, for example.

Setting Device Access Points

The devices (2N intercoms or 2N Access Units) can have up to two access points. Each access point allows
for passage in one direction. Access points differentiate passage direction through the device. Each access
point can be assigned one or more readers that are connected to the device and work in the direction of the
point. Access points are used for recording a zone entry/exit. They have to be used if the device is located
on a zone border.

In addition, access points help monitor the users in the Presence (p. 72) module. Also, access points are
used for monitoring entries/exits in Area restrictions (p. 74).
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NOTE

The access point settings in Access Commander are propagated into Services > Access
control in the device web interface:

» Access point 1 = Entry Rules
» Access point 2 = Exit Rules

Setting Access Rules

1. Enter the web configuration of the selected device.

P TIP

— Click * in the list on the Devices page to enter the web configuration interface.

Go to Hardware > Extending Modules.

Find the module that provides the access to be used as access point 1 (Entry) or access point 2 (Exit).
Set the required direction in the Door parameter and save the setting.

Go to Zones in Access Commander.

o arwN

Press * in the right-hand upper corner and enable the use of access points.

SSH Access Enable

H Access Commander D102 Q & .ﬂ .";y
IF adaress Subnet mask
IN-OUT selected devices
@ Access rules 10.0.27.30 255.255.255.0
: Devices d
@ Time profiles Default gateway Name servers 4
10,0271 10.0.100.101, 10.0.100.102
E Attendance Change mode
Detect device IP address change via P
E Visitors Network Scanner and device callback
o Presence APl access tokens
Edit configuration Edit proxy
+]  Arearestrictions
Intemn9
Never expires | Last used about 1 year ago
B Reports Automation RUNNING Enabled @il
£r  Settings Add token
How do you like automation? Please share your thoughts. Your
Configuration
i . SSH Enabled @)
[¢] dit H
Credentials e o :

mmander can be managed securely via SSH using

Electronic locks

Installation name

CAM logs
Change password

Notifications

Troubleshooting Installation name N
Access Commander D102 ’

Anti-passback

WARNING

SSH access enable is recommended to experienced users only. Any improper use repre-
sents a security risk.
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Settings > Configuration > SSH card is used for Secure Shell enable, which provides secure remote
communication with the system console. The enabled SSH service provides backup and restore of the
system or full restart of Access Commander.

The SSH client needs to know the Access Commander IP address and root user password to connect to
the Access Commander Box or virtual machine. The system root user password can be set in Settings >
Configuration > SSH card.

NOTE
The root user password is changed in the configuration console, not Access Commander.

The SSH access can also be enabled and managed directly in the Linux configuration console, refer to Linux
Settings (p. 78).

Encryption keys for My2N app

Users can use the My2N app for connection with the 2N devices. The My2N app — device communication
is always encrypted. My2N app cannot authenticate a user without knowing the encryption key. The primary
encryption key is automatically generated upon the intercom first launch and can be re-generated manually
any time later. Together with AuthID, the primary encryption key is transmitted to the mobile device for
pairing.

Creating New Keys

1. Go to Settings > Authentication > Encryption keys for My2N.
Up to 4 encryption keys can be generated. When you attempt to generate the fifth key,
Access Commander will warn you that the oldest key will be removed. The card shows the generation
time for each key.

2. Click Generate New Key |.

3. The generated key is automatically uploaded into My2N upon the first use of the mobile phone with the
device paired earlier.

The generated key can be deleted by clicking C

NOTE

» If My2N app has no access to any of the valid encryption keys, the application cannot
be used for user authentication. To restore the function, re-pair the application with the
device connected to Access Commander, which results in uploading the valid encryption
keys to My2N app.

» The access to the device depends on the access rights of the given user.

RFID Card Compatibility Mode

If Access Commander reports that the brand new card just added is already in use in the system, the
reason may be that the RFID card compatibility mode is enabled. This mode is activated by the Administrator
in Settings > Authentication > Compatibility Mode Settings. The compatibility mode can be activated for
each device separately in the web configuration interface of the device in Services > Access Control >
Advanced > Other settings.
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CAUTION

» The compatibility mode should only be activated if there are problems with loading previ-
ously registered cards. The use of the compatibility mode can affect the authentication
mechanisms.

* The compatibility mode should not be combined with the use of the PICard secured
cards.

PICard Keys

The encryption keys for 2N PICard Commander are saved in Settings > Credentials > PICard Keys card.
If the encryption keys have been uploaded to Access Commander, the PICard Commander project name
and key export numeric ID are displayed on the card. The card allows the encryption keys uploaded to
Access Commander to be deleted.

CAUTION
With PICard keys removed, all the cards encrypted using these keys will cease to work.

PICard Encryption Key Import

1. Go to Settings > Accesses > PICard keys.
2. Click Import|to upload the file with encryption keys from your storage.
3. Enter the file protection password if set during export from PICard Commander.

PICard Commander is a software application used for the encryption of login data on access cards. The
application creates projects that generate a set of encryption and reading keys. The reading keys can be
imported to 2N devices or Access Commander for distribution to the connected 2N devices.

Enabled USB readers

USB readers connected to the PC used for access to Access Commander can facilitate uploading of some
user authentication methods. Remember to enable the readers in Settings > Credentials > Enabled USB
readers in Access Commander.

Go to Settings > Accesses > Enabled USB readers.

Click Enable Readers | to open a dialog box.

Enable/disable the use of an external USB device in the open dialog box.
Subsequently, click Change | to modify the reader enable.

Lol o

Access Commander enables you to use the following USB devices:

* 125 kHz RFID card reader — Part No. 9137420E, AXIS Part No. 01399-001

* 13.56 MHz and 125 kHz RFID card reader — Part No. 9137421E, AXIS Part No. 01400-001
» Fingerprint Reader— Part No. 9137423E, AXIS Part No. 01401-001

» External USB Bluetooth reader (dongle) — Part No. 9137422E, AXIS Part No. 01402-001

CAM Logs

CAM logs are used for automatic recording of several images preceding and following a selected event. You
can manage various types of events in Settings > CAM Logs for which CAM logs are to be generated.
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CAM logs can, for example, be generated whenever a card is swiped. Thus, 5 snapshots before the card
swipe and 3 snapshots after the card swipe will be recorded in the access logs. The images are taken in
1-second intervals. A storage of the size of 1, 3 or 5 GB has been created for the snapshots. When the
storage is full, the oldest snapshots are deleted. The access logs are not deleted.

CAM Log Type Creation

1. Go to Settings > CAM logs.
. Click the adding button in the right-hand upper corner of the page.
3. Enter the CAM log event type name.
The new CAM log event type appears on the list and its detail opens in the CAM log. Set the events and
devices for which the camera images shall be generated in the CAM log detail.

CAM Log Settings

You can administer information on the CAM log type in the CAM log detail. Click the selected CAM log list
item to open the CAM log detail or the detail opens whenever a new CAM log is created.

Monitored Events
The card helps you select a list of events during which camera images shall be captured.

The monitored events can be as follows:

¢ Accesses

» User accepted
* Vehicle license plate recognized
» User denied
* REX button pressed
* Security

» Tamper switch activated

+ Unauthorized door opening

* Remote door opening

» Access denied — repeated wrong entry
+ Silent Alarm activated

Monitored Devices
It is recommended that CAM logs are only recorded from a device equipped with a camera. Select a device

in a dialog box opened using /’. At the same time, the card allows the CAM log recording from all devices
to be enabled.

Electronic Locks

The Access Commander system provides access control via the 2N Fortis electronic locks, which are
unlocked by the MIFARE ® DESFire® RFID cards. Each electronic lock is assigned an encryption key during
configuration. The lock keys are then stored on the RFID cards of the authorized users. If the keys match on
the card and in the lock, the locking mechanism is unlocked.

One RFID access card can be used for access to up to 90 doors with the 2N Fortis locks, depending on the
number of the time profiles applied. If the card memory capacity is exceeded, data writing to the card will fail.
The write failure event is recorded in the system Access Log. If Lock Groups are used, more doors can be
written to a single card than the case is with individual assignment.

Fortis Commander

Fortis Commander is a standalone application that interconnects the Fortis electronic locks with the
Access Commander system. The application sets the locks according to the project file created in
Access Commander, which contains the lock configuration. The file is encrypted and can only be used
for one specific installation.
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Installation

Fortis Commander is designed to be installed on a Windows computer with Bluetooth Low Energy (BLE)
support.

The app can be found at 2N Download Centre.
Installation Procedure

1. Download the installation package from the link provided.
2. Run the installer and complete the installation by following the on-screen instructions.

Project File

The project file is created in Access Commander and contains the complete project configuration. The file is
encrypted and password protected.

Lock Settings in Access Commander
Before uploading keys to individual locks, you must pair Access Commander with Fortis Commander.

Master Encryption Key (MEK) Generation and Project Preparation

Log in to Access Commander.

Go to Settings > Electronic locks.
Click Generate Keys | in Initial Settings.
Create the master encryption key.

PoN-=

CAUTION
The master encryption key cannot be displayed or changed later.

NOTE

According to the master encryption key (MEK), 2N Access Commander generates a
set of encryption keys. Thus, the key should be unique and sufficiently secure. As the
key set is based on the master encryption key, projects with one and the same master
encryption keys generate the same sets of keys. If a project is lost, you can create a
new project with the same master encryption key and continue encryption.

5. Having generated the keys and set the password for the project file, you can download the project file,
which represents an image of the electronic lock configuration in the Access Commander system.

6. On the Fortis Commander tab, click Download Application|, to download the Fortis Commander
electronic lock configuring application.

CAUTION
Project information is sensitive data. Protect it from abuse.

Propagation of Electronic Lock Configuration via Fortis Commander

1. Install and open the Fortis Commander application.
2. Click Open Project|to open the downloaded project file in the File Explorer.
3. Inthe open dialog box, enter the project file password.
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After opening the project file, select Connect to Device | and tap the service card on the lock.
Click Assign to assign the lock to the project.
Disconnect the device and click File > Close project.

When the configuration is complete, open Access Commander. Go to the Settings > Electronic
Locks and click the Fortis Commander | button again. Upload the project file.

NOTE

When moving the lock between installations or when making a claim, you must perform
Factory Reset. This operation resets the lock to factory settings and removes all previous
configuration.

Configuration Update Instructions

N2

Make changes in Access Commander.

Download a new project file.

Upload the file to Fortis Commander and make the required changes to the locks.

If you make other changes in Access Commander, always download a new project file.

CAUTION
Make sure to download a new project file for every configuration change in
Access Commander — never use an older file already uploaded to Fortis Commander.

Permanent Locking/Unlocking

The app allows you to permanently lock and unlock the lock. The function is used for service interventions or
emergency control without the use of a card.

Collection of events from electronic locks using RFID cards / chips

Event collection settings

1.
2,

Open Settings > Electronic locks > Tab events.
Select the event type:

» Collect access and system events - All access and system events are recorded on the card/chip
and written to the System Log and Access Log.

» Collect only system events - only system events are logged, access events are not stored on cards.

* Do not collect events on tabs - no events are written to the tab; they can only be accessed through
Fortis Commanderu.

A TIP

'Q' Selecting the appropriate event set can reduce system load and storage utilization.
However, detailed logging is important for diagnostics and safety audits.

Exporting events from a card

The card stores a maximum of 16 first events. Events can be read in two ways:
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* In Access Commander, click on the Lo icon in the search box in the header and load the tab.
* Using a device with 2N OS, events are read from the card and sent to Access Commanderu.

Uploading events to the lock

Open Settings > Electronic Locks > Fortis Commander and click on Download File|.
Open the file in Fortis Commander.

In the Fortis Commander app, connect to the electronic lock.

Upload the updated file back to Access Commander.

Once uploaded, the events are displayed in Access Logs and System Logs.

aphwObd-=

Service Operations
The following operations are available for Fortis Cylinder:

» Disassembly — disassembly of locks for service purposes.
+ Battery Replacement — replacing the battery in the lock.

CAUTION
The service operations are not relevant for other types of locks.

NOTE

Press the Lock| button for permanent locking to switch the lock from the service mode to
the normal mode.

Card Update

User access cards need to be updated on a regular basis. The user updates the card by tapping it on the
2N IP device to which the user has valid access rights. The card must be held against the reader until the
door opening switch is activated. The door opening switch is not activated until the lock accesses have been
updated.

You can change the default ten-day validity of the cards in Settings > Electronic locks > Card parameters.

CAUTION

If you change the lock access rights in Access Commander, the changes will not be
reflected on the user access card until the card has been updated on a 2N device card
reader! For security reasons, we recommend that a shorter validity period is set for the
cards to ensure they are updated regularly.

The IP readers in the devices that allow for card updates and their settings are described in the Subs. IP
Device Reader Settings (p. 25).
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Compatible Cards

NOTE

For the purposes of this documentation, the term card refers to any compatible identifier
using the MIFARE DESFire technology.

Cards with random ID cannot be used for opening the 2N Fortis electronic locks.

Cards with PICard technology cannot be used for opening the 2N Fortis electronic locks.

Time Profiles on Electronic Locks
Electronic locks support time profiles with the following limitations:

* Holidays do not apply.
* You can set up to 4 different time intervals per day.
» 4 daily interval schedules can be defined within one time profile.

s TIP

-O- This means that you can have different settings for Monday, Tuesday, Wednesday and
Thursday, for example, but you must use one of the existing settings for Friday, Saturday,
and Sunday.

CAUTION
If the time profile violates the specified restrictions, the access rule will be ignored and the
user will not be granted access.

Maintenance Cards

Maintenance cards provide authorized access to the lock. They allow for putting the lock in service, battery
replacement, lock disassembly.

CAUTION
The maintenance card cannot be used as a user access card at the same time.

Maintenance Card Settings

1. In Access Commander go to Settings > Electronic locks.
2. Click Create|in Maintenance cards.
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3. Select the card type to be created in the open dialog box.
* New locks setup — activate the previously configured new locks in factory settings into the service
mode.

» Service — activate the service mode for the already set lock.

» Disassembly — release the already set 2N Fortis Cylinder lock for disassembly, see the 2N Fortis
Installation Manual.

» Battery Replacement — release the already set 2N Fortis Cylinder lock for battery replacement, see
the 2N Fortis Installation Manual.

WA TIP
-Q' New locks setup and any other service card can be uploaded on one physical card
simultaneously. We recommend a combination of New locks setup and Service.

4. Click Continue|.
5. Tap the card on the connected USB RFID reader. Wait until the data has been loaded on the card.

The validity of the maintenance card data is one year. After this time, the data must be deleted and the card
set up again.

Troubleshooting

Diagnostic Logs
Diagnostic logs helps the Technical Support staff identify and solve reported troubles. The logs include
information on performed actions, errors, status changes and other relevant events.

Diagnostic Log Download

1. Go to Settings > Troubleshooting > Diagnostic Logs.
2. Click Generate logs |.
The log packet generating process takes a few minutes.
3. Once prepared, the packet is displayed on the card and is ready for Download |.

Usage Statistics

If the function is enabled, Access Commander sends anonymous data on used functions to a secure 2N
server once a day. Every sending is performed with a unique identifier, which is regenerated automatically
for every new sending. This prevents the 2N side to identify the given Access Commander installation.
The so-obtained information helps improve product development, innovate functions and enhance user
experience.

Notifications

The Notifications module helps you monitor selected system events and features, which are to be reported
by Access Commander by e-mail or notification in the upper bar next to the user menu.

The notification list is also displayed in System logs > Notifications.

Press Ii: Export| above the list to download the list in a CSV file. The time is GMT+0 in the CSV file
exported.

Notification Type Setting

1. Go to Settings > Notifications.
Click the adding button in the right-hand upper corner of the page.

3. Enter the new notification type name.
After creation, the notification detail will be displayed for you to choose the devices whose notifications
are to be monitored, add the user to be sent notifications to and select the way of notification delivery.
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Notification Settings
Set the notification type in the detail of the selected notification type. Click the selected notification in the
Settings > Notifications to open the notification type detail.

Delivery Methods

Set the notification delivery method and the list of e-mail notification recipients on the card.

In Access Commander, notifications appear under the icon ‘ in the upper bar next to the user menu or in
System log > Notifications.

Notification e-mails can be sent to the users listed in Access Commander as well as recipients outside
the system. The users can be selected from a list. E-mail addresses of other recipients have to be added

manually.

NOTE
Make sure that SMTP is set correctly to make e-mail notifications work properly, refer to
E-Mail (SMTP) Enable and Setting (p. 89).

Monitored Devices

The given notification type can be generated both for all the devices and selected devices. If Monitoring of
all devices is enabled, the event can happen on any device and a notification is generated. If Monitoring of
all devices is disabled, a notification is generated only if the event happens on a selected device. Select the

\J
device in a menu opened using /.
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Network Configuration

Set the network connection in Settings > Configuration > Network card. The Network card shows and
helps set the current parameters of Access Commander. Remember to enable manual configuration before
setting the parameters.

The configuration methods include setting of the network parameters automatically from the DHCP serv-
er or manually. When the automatically set IP address from DHCP is changed into a manually set IP
address, redirection to the manually entered IP address is made in the web browser. After redirection,
Access Commander is restarted and system re-login is required.

CAUTION

* By changing the configuration method to DHCP, you change the server IP address and
may cause connection interruption.
+ If you change the HTTP Proxy server, Access Commander will automatically restart.

Device IP Address Change Detection

Access Commander establishes connections to devices via their IP addresses. To avoid losing connection
to a device with a dynamic IP address, two methods of detecting device IP addresses are available.

* Network Scanner
Access Commander periodically scans the local network segment using the integrated
2N Network Scanner to identify the connected devices and their current IP addresses.

* Device Callback
This method detects the IP addresses of the devices outside the local network segment. The devices will
report themselves on startup, whenever the IP address changes and at periodical intervals (once an hour).
For a proper operation, you must specify the target destination to which the devices shall report (typically
the Access Commander IP address).

Proxy Settings

The proxy is used for such services as: HTTP requests, FTP synchronization, upgrades, etc.

NOTE
Proxy for FTP with TLS authentication is not supported.

Go to Settings > Configuration > Network.

Select Edit Proxy|.

Type the proxy server addresses for the required protocols in the open dialog box.

In the last field, you can fill in addresses for which the proxy server should not be applied.

Connections to localhost and to IP addresses in the range of 127.0.0.1/8 will never be routed through a
proxy server.

hPoObN-=
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5. After the settings are changed, 2N Access Commander will automatically restart.

Using NodeRED

The NodeRED application ignores proxy server settings. For proper functionality, the proxy server has to be
explicitly configured in each NodeRED node that requires its use.
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Supplementary Information

Supplementary Information

MIFARE and DESFire are registered trademarks of NXP B.V.

HTTP API

The Access Commander APl URL address is as follows: https://acom_ip_address/api/v3/.

Refer to http(s)://acom_ip_address/support/api for the API endpoint list. The endpoint list is available outside
the Access Commander interface.

The responds to requests can be filtered using Query. Refer to Data Query Customization (in English only)
for the Query building details.

Authentication

The HTTP API commands are sent under the user login data or using token authentication. The authentica-
tion token is created by the administrator in Settings > Configuration > APl access tokens. It is the Bearer
Token. While creating a new API access token, the administrator can limit the token validity for reading only
to make the token authenticate the GET commands only. The token can be limited to: 1 month, 6 months, 1
year.

CAUTION
Copy the created access token to the box. Later, the token cannot be displayed.

SignalR

SignalR is a protocol that enables real-time server to client communication. This means that the server can
send messages to connected clients as soon as they become available, and does not have to wait for a
request from the client. The basic principles of SignalR are described in SignalR integration manual (in
English only). A list of available SignalR topics for use with Access Commander are described
in SignalR topics reference manual (in English only).

Third Party Licenses

A long list of the used third party library licenses is included in the user menu located to the right on the
upper bar in the About Application section.
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